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Nella direttiva...

p) all'articolo 12:

1) la rubrica e' sostituita dalla seguente:
«(Procedura particolare p4 ‘it completi

«4. Qualsiasi persc ,sica o giuridica
che, ai fini dell'immissione in cgeamercio, sterilizzi
sistemi o kit completi per car.operatorio .....
omissis



NORME DI RIFERIMENTO

!

=



e richiesta l’esperienza tecnica nell’applicazione delle
Norme di

progetto sugli apparecchi elettrici, per assicurare che il SISTEMA EM
sia conforme a tutte le prescrizioni della presente Norma
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E per la parte informatica?

CEI EN 80001-1

Applicazione della gestione del rischio per reti IT che
Incorporano

dispositivi medicali
Parte 1: Ruoli, responsabilita e attivita



* |Introdotto dalla norma CElI EN 60601-1 3° edizione



Peculiarita e Criticita
La “rete dati” (e piu in generale l'infrastruttura IT) di
una azienda sanitaria ha almeno due peculiarita
significative:
— presenza in rete di DM, che possono essere anche apparecchi

elettromedicali o DM software, con tutte le specificita che queste classi di
dispositivi comportano,

— e — per mission — il trattamento di dati personali e perlopiu sensibili e
protetti da alcune leggi specifiche del settore sanitario (int. volontaria di
gravidanza, HIV).

Criticita nella gestione dei DM in rete e
dell’infrastruttura IT:

— per i DM, la gestione del rischio non deve essere solo “safety” ma anche
“data and system security” e “privacy”,

— per linfrastruttura IT, la sicurezza informatica (“data and system
security”), non puo prescindere da considerazioni di privacy e di “safety”.
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Application of risk management for IT-networks incorporating medical devices —
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Application de lagestion des risques aux réseaux des technologies de

Finformation contenant des dispositifs médicaux —
Partie 1: F onctions, responsabilités et activités
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3.1 Generale
3.2 Organizzazione responsabile
3.3 Responsabilita del TOP MANAGEMENT
3.4 RISK MANAGER della rete IT-Medicale
3.5 Costruttore del DISPOSITIVO MEDICO
3.6 Altri fornitori IT
4 Gestione del rischio durante il ciclo di vita delle reti IT-Medicali
4.2 Gestione da parte della organizzazione responsabile
4.3 Gestione del rischio della rete IT-Med.: pianificazione-
documentazione
4.4 Gestione del rischio della rete IT-Medicale
4.4.2 ANALISI DEL RISCHIO
4.4.3 VALUTAZIONE DEL RISCHIO
4.4.4 CONTROLLO DEL RISCHIO
4.4.5 Validazione e rapporti sul RISCHIO RESIDUO
4.5 Gestione della “CHANGE-RELEASE e della configurazione
4.6 Gestione del rischio della rete in essere
5 Controllo documentazione
5.1 Procedure di controllo della documentazione
5.2 File di gestione del rischio della rete IT-MEDICALE



Potenziali problemi associati all'incorporazione di
dispositivi medici in una rete informatica

Mancanza di considerazione sul rischio dell’utilizzo della rete
IT durante la valutazione del rischio clinico

Mancanza di supporto dal fabbricante del Dispositivo Medico
durante l'incorporazione del prodotto nella rete IT-Medicale
(es. Mancanza di informazioni);

Incorretta  operativita 0 prestazioni degradate (es.
Incompatibilita o scorretta configurazione) risultanti dalla
combinazione di dispositivi in rete

Incorretta operativita risultante dalla combinazione di software
DISPOSITIVI MEDICI e altre applicazioni SW (internet,
mail, giochi!!)

IL CONFLITTO TRA LA NECESSITA' DI UN CONTROLLO

SUI DISPOSITIVI MEDICI E LA NECESSITA" DI UNA
RAPIDA RISPOSTA AGLI ATTACCHI DI * malware”.
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SAFETY

La “documentazione annessa” (labeling) fornita dal fabbricante
contempla la connessione di rete?
— SI, e prevista la connessione durante |'uso sul paziente -> OK
— SI, ma non e prevista la connessione durante 'uso sul paziente: si
applicano le limitazioni del fabbricante o si segue il caso “NO”
— NO: l'organizzazione responsabile deve fare la valutazione del
rischio (ASSEMBLAGGIO/MODIFICA di SISTEMA EM)
* Collegamenti o connessioni funzionali “dati” sono tipicamente
TEMPORANEI e non PERMANENTI
* Sirientra nel caso della “modifica” del sistema ogni volta che si
connette e disconnette il DM alla rete dati
* Uso di dispositivi di separazione: varie configurazioni possibili




EFFECTIVENESS

e (Capacita di produrre il risultato atteso per il
paziente e 'organizzazione responsabile

L' obiettivo e perseguibile principalmente tramite |'adozione di
best practice internazionali e l'impiego degli standard (IHE,
DICOM, HL7, SOA, ICD-9, Snomed, Lolnc, ecc) per realizzare il
flusso dati a partire dal DM in rete/dal software DM, al fine
dell’interfacciamento, dell’integrazione e dell’interoperabilita con
I"infrastruttura IT, nell’'ottica di un piu generale sistema di qualita
dell’informazione/dato clinica/o.




EFFECTIVENESS

* Inoltre,ulteriori strumenti a garanzia della qualita
dell’informazione/dato al fine della valutazione clinica sono:

— strumento “informatico”
firma digitale e sistema di conservazione legale dei documenti, a
garanzia di integrita e non modificabilita degli stessi,

* un documento firmato e correttamente conservato puo essere
ritenuto “sicuro” dal clinico;

— strumento “normativo”
la marcatura CE DM per il software medicale,

e un dato fornito da un dispositivo medico (usato correttamente)
puo essere ritenuto “sicuro” dal clinico.
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4 Gestione del ciclo di vita in una rete IT-medicale




Syst?m Scen_anlo Network Network Netwc:rl:; . Std.

Config. Description Components Responsibility

1 |a MEDIcaL DEVICES from one meEDICAL | MEDICAL and non- | Physically MEDICAL DEVICE 14971
pevICE manufacturer and non- MEDICAL DEVICE(S) |isclated manufacturer
MEDICAL DEVICES incorporated by from single
the same MEDICAL DEVICE MEDICAL DEVICE
manufacturer and installed as manufacturer
required by that MEDICAL DEVICE
manufacturer on an isolated IT-

METWORK.

b MeDicaL opeviceS from multiple MEDICAL DEVICES Physically MEDICAL DEVICE 14971
MEDICAL DEVICE manufacturers and | and non-menicar  |isolated manufacturer
Non-MEDICAL DEVICES incorporated | pevices from
by one MEDICAL DEVICE multiple MEDICAL
manufacturer and installed as DEVICE
required by that MEDICAL DEVICE manufacturers
manufacturer on an isolated IT-

METWORK

2 |a MeDicaL and non-meDicaL peEvicES | Medical and non- | Shared RE=zPONSIBLE a0001-1
incorporated by one MEDICAL MEDICAL DEVICES ORGAMIZATION
pevice manufacturer and mepicaL | from multiple
and non-MEDICAL DEVICES MEDICAL DEVICE
incorporated by other MEDICAL manufacturers
DEVICE manufacturers
interconnected on the same IT-

METWORK by a 3™ party (such as a
hospital ).

b MeDIcaAL and non-meDicaL DEVICES | MEDICAL and non- | Shared RE=zPONSIBLE a0001-1
incorporated by one MEDICAL MEDICAL DEVICES ORGAMIZATION
pevice manufacturer and mepicaL | from multiple
and non-MEDICAL DEVICES MEDICAL DEVICE
incorporated by other MEDICAL manufacturers
DEVICE manufacturers as well as plus multiple non-
non-MeDICAL DEVICES and MEDICAL DEVICE
applications interconnected on a manufacturers
shared IT-neTwork by a 3™ party.

3 Installations with non-meDicaL Multiple non- Shared RESPONSIBLE Qut of
DEVICES from multiple MEDICAL DEVICE ORGAMIZATION a0001-1
manufacturers using the IT- manufacturers scope ®
METWORK for transmission of
electronic Protected Health
Information (ePHI).




—40 - B00D1-1 © IEC:2010

Table D.1 — Relationship between IEC 80001-1 and ISQUVIEC 20000-1-2005 or

ISOJEC 20000-2:2005

IEC 800011

ISWIEC 20000-1:2005 or ISONEC 20000-2:2005

2.4 CONFIGURATICN MANAGEMENT

In IEC 50001-1, CONFIGURATION
MANAGEMENT 5 3 PROCESE that stores In
the CMDE.

2.5 conflguratlen managemant databass
The CMDE |5 the database wsed Tor conflguration management.

[SONEC 20000-1:20085]

2.7 EVENT MAMAGEMENT

The natwre of events Is not defined In
S0D01-1. They relate to both the IT-
NETWORK and the MEDICAL DEVICE

2.7 Incldent
Incident and proolem Doth relate to events that are managed Dy EVENT
MANAGEMENT In IEC &0001-1.

[ISOEC 20000-1:20D8]

2.21 RE3PONSIEILITY AOREEMENT

An agresment between e.g. suppliers,
manufaciurers, service provider, systam
Integrator and the RESPONEISLE
OROANIZATION

213 sarvice level agresmant [SLA);
2.14 service management

Defines the relation between owner of an IT network and the sernvice
provider.

[ISSEC 20000-1:20035]

2.22 REZPONEIELE CROAMIZATION

2.15 service provider
The REZFOMEIELE ORAANIZATION ENall certiy the IT-HETWORK Service
provider a6 part af Its palicy.

NSONEC 20000-1:2005]

223 RIZE MAMAREMENT FILE

2.3 racord; 2.3 change record; 2.11 request for changs
element{s) of the RIEK MANAGEMENT FILE

2 5 configuration management databasa (CMDE)
elemsant of (N2 RISK MANAGEMENT FILE (35521 description).

HOTE The RIGK MAMAGEMENT FILE can D2 slored In 3 database that

Ingludes the CMDB.
[ISSVIEC 20000-1:2003]

3.3 ToF MaNaoEMENT rasponsalbliitles

3.1 Managament reaponsibility

Boih standards a0Oress Senior management responsiblites.
ISSNEC 20000-1:2005 and ISOEC 20000-2:2005 leave more
organizational freedam.

3.4 MEDICAL IT-HETWORK RIZK MANAGER
The R Mmanager Is responsible for the
RESE BAMAGEMENT FROCEEE.

3.1 Managament reaponsibility

RISK MANAGEMENT |5 N0t specifiically assigned as 3 task for managament.
£.5.7 Documents and records

Records should De analyzed. In IEC 30001-1, this Is the respansisllity of
the MEDICAL IT-NETWORK FISK MANASER.

[SONEC 20000-2:2005]

3.5 MEDICAL DEVICE Manufaciurer(s);
3.8 Providers of other Information
Tachnology

These secilons specily Information fo be

provided via the suppliers to the
REEPOMEIELE CRGANIZATION

7.1 Relatlonship process — genaral

6.6.5 Securlty and avallabllity of Informatlon [IZ0/EC 20000-2:2005]
7.3 Suppller management

Both standards reguire relationships o oe formallzed via contract.

Sectlons £.6.5 and 7.3 relate to suppliers of componenis of the MEDICAL
IT-HETWORH.

4.2.1 Policy Tor RI2x MAMAGEMENT for
Incorporating weDicaL DEVICES

3.1 Management reaponslbility

4.2.2 RI3K MANASEMENT FROCEE2
COYETE SAFETY, EFFECTIVENEES and DATA
AND 8YSTEM SECURITY

6.6.3 securlty rlak aszezzment practices [ISOJIEC 20000-2:2005)
Security 15 3 subset of the KEY FROPEATIES O 3 MEDICAL IT-NETWORK. IEC
B0001-1 provides the general RISK MANAGEMENT PROCESS Tor the IT-
MNETW.OES.




4.3 MEDICAL IT-NETWORK RISK
MANAGEMENT planning and
documentation

4.1 Plan service management (Plan});

4.4.2 Management of improvements;

5.1 Topics for consideration

ISQMIEC 20000 can include risk management. IEC 80001-1
defines the requirements to service management for medical
IT-networks.

4.3.2 Asset description

6.5.2 ldentifying and classifying information asset
The scope should include all key properties

4.3.3 IT-NeTwoORK documentation
This section specifies information
relating to the RISK MANAGEMENT
FROCESS.

4.1.1 Scope of service management; 6.6.2 Identifying and
classifying information asset

The content of the information has overlap with IEC 80001-1
section 4.3.3.

4.3.4 RESPONSIBILITY AGREEMENT

7.3 Supplier management (1st paragraph)
Both sections aim to clarify the intentions of collaboration to
all relevant stakeholders

4.3.5 RisK mANAGEMENT Plan for
the MmEDICAL IT-NETWORK

6.5.3 Security risk assessment practices

Security is a subset of the key properties of a medical IT-
network. |IEC 80001-1 provides the general risk management
process for the IT-netwaork.

4.4 CHANGE-RELEASE MANAGEMENT
and CONFIGURATION MANAGEMENT

9 Control processes; 10 Release process

Change and configuration management as well as release
and go-live are covered in sections 9 and 10. IEC 80001-1
section 4 describes the risk management activities as
included in these processes

4.4.2.4 RISK CONTROL

9.1.5 Configuration verification and audit; 9.2.2 Planning
and implementation

ISQMEC 20000 covers a broad scope of items that require
verification. Verification of risk control measures is
elaborated in IEC 80001-1

4.4.3.3 Establishing a project
plan

Major changes need a project to
ass5es55 RISK prior to implemeanting
change.

9.2.1 Planning and implementation

ISOJIEC 20000 indicates all changes to be planned before
implementation. [EC 80001-1 requires all changes to be risk
managed which includes planning.

4.4.4 Authority in CHANGE-
RELEASE MANAGEMENT

9.2.1 Planning and implementation; 10.1.6 Release
verification and acceptance

IEC 80001-1 assigns the responsibility for sign-off to the risk
manager

4.5.1 Monitoring

10.1.8 Roll-out, distribution and installation; 10.1.9 Post
release and roll-out

Maonitoring can relate to both organizational or technical risk
control measures

5.1 Document control procedure

3.2 Documentation requirements

5.2 MEDICAL IT-NETWORK RISK
MAMAGEMENT FILE

5.2 Change records; 6.6.7 Documents and records; 10.1.7
Documentation




Tecnical report applicativi

* |EC/TR 80001-2-1 Edition 1.0 (2012-07-10) Application of risk
management for IT-networks incorporating medical devices
— Part 2-1: Step by step risk management of medical IT-
networks — Practical applications and examples

e |EC/TR 80001-2-2 Edition 1.0 (2012-07-10) Application of risk
management for IT-networks incorporating medical devices
— Part 2-2: Guidance for the disclosure and communication
of medical device security needs, risks and controls

* |EC/TR 80001-2-3 Edition 1.0 (2012-07-10) Application of risk
management for IT-networks incorporating medical devices
— Part 2-3: Guidance for wireless networks



* |[EC/TR 80001-2-4 Ed. 1.0 (62A/818/CDTR) Application
of risk management for IT-networks incorporating
medical devices — Part 2-4: General implementation
guidance for Healthcare Delivery Organizations

The draft technical report (DTR) will be registered as a Technical Report by
(date) 2012-12

|IEC/TR 80002-1
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IT-Network

General Purpose
IT Network

Diagnostic Imaging
Network

Includes PCs, printers, e-mail, office
automation equipment, servers,
scanners, etc,

R Rl B

Other General Purpose
IT Networks

Includes MRIs, CTs.
workstations, printers, elc.
installed by a single medical
device manufacturer
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Medical IT-Network

General Purpose

IT Network
Diagnostic Imaging \‘1 = & E '1
i ~
Network _

Includes PCs, printers, e-mail, office
automation equipment, servers,
scanners, elc.

Includes MRIs, CTs,
workstations, printers, elc.
provided by medical device

manufacturers

Other General Purpose
IT Networks
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General Purpose
IT Network

Diagnostic Imaging
Network

Includes PCs, printers, e-mail, office
automation equipment, servers,
scanners, elc.

.....

Inciudes MRIs, CTs,
workstations, printers, etc,
provided by medical device
manufacturers

Other General Purpose
IT Networks

Medical IT-Network

General Purpose
IT Network

Diagnostic Imaging
Network

Includes MRIs, CTs,
workstations, printers, etc.
provided by medical device

manufacturers

Includes PCs, printers, e-mail, office
automation equipment, servers,
scanners, etc.

Other General Purpose
IT Networks
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Medical IT-Network

Diagnostic Imaging
Naotwork

General Purpose
IT Netwaork

Inciudes MRE, CTs,
wWOrkstations, prnkaes, eio
provided by medical device

manufaclurers

Incudes PGs, printers, e<mall, offica
SUtomBlion BQuUEHNent, servars
scannars, eic.

Pathology
Network

Laboratory
Network

Other General Purpose
IT Notworks

Patient Monitoring
Network
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