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BTSF What are web pages?
Just pieces of computer data

» The web page refers to a computer file, usually written in HTML or

comparable markup language.

>»\Web browsers coordinate the various web resource elements for the

written web page, such as style sheets, scripts, and images, to present the

web page.

» The importance of links/hyperlinks.


https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/HTML
https://en.wikipedia.org/wiki/Markup_language
https://en.wikipedia.org/wiki/Web_resource
https://en.wikipedia.org/wiki/Cascading_Style_Sheets
https://en.wikipedia.org/wiki/Client-side_scripting
https://en.wikipedia.org/wiki/Image
https://en.wikipedia.org/wiki/Hyperlink

BTS F What are web pages?
Just pieces of computer data

»When web pages are stored in a common directory of a web server, they
become a website.

» A website will typically contain a group of web pages that are linked
together, or have some other coherent method of navigation.

» The most important web page to have on a website is the index page
(index.html)



https://en.wikipedia.org/wiki/Website
https://en.wikipedia.org/wiki/Webserver_directory_index

BTS F What are web pages?
Just pieces of computer data

»Most web pages content are dynamic:
»In the way they are generated (server and client software, java scripts)
»In their content itself (text, links, images, etc.) and

»In how the content is shown (user customisation).
» That's why it's very important that we capture and save this data while
doing the investigation, as it is the best way to ensure we have the best
possible evidence.
NOTE: while receiving a consumer’s complaint it is relevant to receive their
digital evidence



BTSF ntmL

HTML — Hypertext Markup Language

« The basic original computer language that most web pages are created In.

A markup language is a set of markup tags

« HTML documents are described by HTML tags.

« Each HTML tag describes different document content.

« The HTML data is downloaded via the Internet and then interpreted via the web
browser.

- European
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BTSF HTML — main elements

HTML elements are delineated by tags, written using
angle brackets.

Syntaxis: <taghame>content</tagname>
© a Start tag <!DOCTYPE html>
* content R
<head>
* end tag <title>This is a title</title>
</head>
<body>
Let’s try' <p>Hello world!</p>
</body>
</html>

- European
Commission



BTSF Example: Basic HTML code

« The DOCTYPE declaration defines the document type to be
HTML

 The text between <html> and </htmI|> describes an HTML
document

* The text between <head> and </head> provides information
about the document

* The text between <title> and </title> provides a title for the
document

* The text between <body> and </body> describes the visible
page content

* The text between <h1> and </h1> describes a heading

ommission



BTSF Example: Basic HTML code

* The text between <p> and </p> describes a paragraph
* The text between <a> and </a> describes a link
* The <img> tag describes images

HTML elements can be nested (elements can contain elements)

All HTML documents consist of nested HTML elements.

European
Commission



BTS F HTML versions

Version Year
HTML le=n
HTML 2.0 1995 ] ]
5 1007 Like everything related to
HTML 4.01 1999 computers, html has got several
XHTML 2000 .
versions...
HTMLS 2014
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BTSF HTML and browsers

* Browsers do not display the HTML tags, but use
them to interpret the content of the page.

« HTML can embed scripts written in languages such
as JavaScript which affect the behavior of HTML

web pages.



https://en.wikipedia.org/wiki/Scripting_language
https://en.wikipedia.org/wiki/JavaScript

BTSF Example: HTML interpreted by we

browsers

/ i Electronics, Cars, Fa: x \ -y

€ - C fi [ wwwebay.com

Hit Sign in or register | Daily Deals | GiftCards | Sell | Help & Contact
Shop by
may category ¥

Following Today Motors ~ Fashion  Electronics  Collectibles & Art

rernesn | Afello
YOUR LIFE d. 5
GOODBYE OLD FRIEND. HELLO UPGRADE.

omgen MEET THE NEW
PHONE SE

‘e/e/e®

Today's Featured Collections

How can we make this
page better for you?

My eBay A -

All Categories - RECIW I ~cvanced

Sporting Goods Toys & Hobbies Deals & Gifts

CELEBRATE THE
NEW SEASON

Catch the deals »

SPRING TOWARD
SAVINGS—UP TO 70% OFF

Shop now »
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Example: HTML code behind the visual

BTSF page

J Untitled - Notepad | [E] é

File Edit Format View Help

[

<IDOCTYPE html><!--[if 1t IE 7 ]><html class="ie6" lang="en"><![endif]--><!--[if IE 7 I><html class="7ie7" lang="en"»><![endif]--»><!--[if IE 8 ]><html

E1a35?;ie8" lang="en"><![endif]--><!--[if IE 9 ]><html class="1ie9" lang="en"><![endif]--><!--[if (gt IE 9)|!(IE)]><!--><htm]l Tlang="en"><!--<!
endif]--><!--

88
88
88
,adPPYba, 88,dPPYba, ,adPPYyvba, 8b d8
agpP 88p"' "8a "" ‘¥8 8b ds'
gpphrntnt - gg d8 ,adPPPPP88 “8b dg’
"8h, ,aa 88b, ,a8" 88, ,88 “8b,d8’
“"Ybbd8"' 8Y"Ybbd8"' ""8bbdP"Y8 588'
g
dg’

Now hiring @ http://jobs.ebaycareers.com/

want to help build the home page? http://www.ebaynyc.com/jobs

--»><head><script>var oGaugeInfo = {surl:"http://sofe.ebay.com/ws/web/SojpPagePerf?
s_app_name=feedhome&cmdname=eBayTodayPage&st1=1459956940714&s_host=s1c4b01c-175f&s_env=production&s_app_version=feedhome-

2.1.49 _SNAPSHOT_20160223125630137",iST: (new Date()).getTime()};</script><script>var oPagesSiteSpeedInfo = {iST:(new Date()).getTime()};</script><meta
name="yandex-verification" content="6el1485a66d91eff" /><meta name="google-site-verification" content="8kHr3jd3Z43qlovwo0KVgo_NZKIEMjthBxti8m8fyTg"
/><title> Electronics, Cars, Fashion, Collectibles, Coupons and More | eBay </title><meta name="msvalidate.01"
content="34E98E6F27109BE1A9DCF19658EEEE33" /><1link rel="alternate" href="http://www.ebay.com" hrefLang="x-default" /><link rel="alternate"
href="http://www.ebay.es" hrefLang="es-es" /><link rel="alternate" media="only screen and (max-width: 640px)" href="http://m.ebay.com" /><link

[[rel="alternate" href="http://www.ebay.com/?_ul=BY" hrefLang="ru-by" /><link rel="alternate" href="http://www.ebay.com/?_ul=kz" hrefLang="ru-kz"
(| /=<meta name="y_key" content="acf32e2a69chc?b0" /><meta name="description" content="Buy and sell electronics, cars, fashion apparel, collectibles,

sporting goods, digital cameras, baby items, coupons, and everything else on eBay, the world&apos;s online marketplace" /><link rel="canonical"
href="http://www.ebay.com" /><meta name="apple-itunes-app" content="app-i1d=364203371" /s><script type="application/ld+json" »>{"@context"
"http://schema.org","@type": "WebSite","ur1": "http://www.ebay.com/", "potentialAction": {"@type": "SearchAction","target":

"http://www. ebay.com/sch/i.htm1?_nkw={srch_str}&ssPageName=GSTL", "query-input": "required name=srch_str"}}</script><meta name="keywords"
content="ebay, electronics, cars, clothing, apparel, collectibles, sporting goods, digital cameras, antiques, tickets, jewelry, online shopping,
auction, online auction" /><link rel="alternate"” href="http://www.ebay.com/?_ul=CR" hrefLang="es-cr" /><link rel="alternate"
href="http://www.ebay.com/?_ul=Sv" hrefLang="es-sv" /><link rel="alternate" href="http://www.ebay.com/?_ul=GT" hrefLang="es-gt" /><link
rel="alternate" href="http://www.ebay.com/?_ul=HN" hrefLang="es-hn" /><meta property="fh:app_id" content="102628213125203" /><link rel="alternate"
href="http://www.ebay.com/?_ul=RU" hrefLang="ru-ru" /><1ink rel="alternate" href="http://www.ebay.com/?_ul=C0" hrefLang="es-co" /><meta name="ROBOTS"
content="NOODP" /><1ink rel="alternate" href="http://www.ebay.com/?_ul=CL" hrefLang="es-c1" /><1ink rel="alternate" href="http://www.ebay.com/?_ul=PY"
hreflLang="es-py" /><1link rel="alternate" href="http://www.ebay.com/?_ul=EC" hreflLang="es-ec" /><link rel="alternate" href="http://www.ebay.com/?
_ul=PA" hrefLang="es-pa" /><1ink rel="alternate" href="http://www.ebay.com/?_ul=NI" hrefLang="es-ni" /><1ink rel="alternate"
href="http://www.ebay.com/?_ul=B0" hreflLang="es-bo" /><1ink rel="alternate" href="http://www.ebay.com/?_ul=AR" hreflLang="es-ar" /»<1ink
rel="alternate" href="http://www.ebay.com/?_ul=PR" hrefLang="es-pr" /><link rel="alternate" href="http://www.ebay.com/?_ul=D0" hreflLang="es-do"
/><1link rel="alternate" href="http://www.ebay.com/?_ul=BR" hrefLang="pt-br" /><link rel="alternate" href="http://www.ebay.com/?_ul=UY" hrefLang="es-
uy" /><link rel="alternate" href="http://www.ebay.com/?_ul=PE" hreflLang="es-pe" /><link rel="alternate" href="http://www.ebay.com/?_ul=mMx"
hrefLang="es-mx" /><link rel="alternate" href="http://www.ebay.com/?_ul=VE" hrefLang="es-ve" /><meta http-equiv="Content-Type" content="text/html
charset=UTF-8"><meta http-equiv="X-UA-Compatible" content="IE=Edge" ><meta name="viewport" content="width=1000">

<link href="http://ir.ebaystatic.com/rs/v/kkallwbv3iy2vmxufr3zkzdtSga.css" type="text/css" rel="stylesheet"><script

src="http://ir.ebaystatic. com/rs/v/zb4fhmgwoeyibd15TmkIvcvyymg. js" type="text/javascript"></script></head><body class="5z980 index redux no-touch
today stdin en_US rvi"><div id="pushdownAdFragment"></div><div id="headerFragment"><div class="header"><style>.gh-hide-if-nocss{display:none;}.gh-ar-
hdn{color:#fff}</style><div class="gh-acc-exp-div gh-hide-if-nocss"><a id=gh-hdn-stm class=gh-acc-a href="#mainContent">Skip to main
content</as</divs<!--[if 1t IE 9]»<div id="gh" role="banner" class="gh-1E8 gh-flex gh-pre-js gh-w gh-simpleH "s<![endif]--><!--[if (gte IE 9)|I(TIE)]

>
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BTSF
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BTSF Some things to take into account

> External resources

» Dynamic content: cookies and
profiling




BTS F HTML Tutorial

Interested in learning more about
html?

An easy to follow html tutorial:

http://www.w3schools.com/html/defau
lt.asp



http://www.w3schools.com/html/default.asp

BTSF

Website structure

« A website is just an ordered compilation of several (even hundreds)
documents (html, pictures, files, etc.) called resources.

4 A5

e




BTSF Website structure

Gougle‘ — | The size of the website will vary
i, depending on its purpose. Its
[ , - l | structure is traditionally represented
- s | [ oo | [ o sog like organigram charts.
ey [ e W g [ o [ ] [ Lo ﬁ
[ﬁlﬁ] Category 2 Posts

- European
Commission



BTSF Example: Site Map

« Some sites provide their “site map”:

“ (¢} WWW.isaca.org X
57 Apps [ Getting Started (] dmported From ¥

* https://www.Isaca.org/pages/sitema
P.aspX

ABOUT MEMBER SHIP CERTIFICATION EDUCATION coBIT KNOWLEOGE CENTER JOURNAL BOOKSTORE

CYBERSECURITY NEXUS  Insights and resources for the cybersecunty professional from ISACA

A > e

Site Map

About ISACA
Mistor

Education

Contarences
Omboe Learnng

Tlameg

- European
Commission


https://www.isaca.org/pages/sitemap.aspx

BTSF Recap

« Web page is “a computer file”, usually written in

HTML or comparable markup language commonly

with hyperlinks.

» Web pages files usually requires of other
files/resources (images, videos, style sheets, scripts)
to fully show the desired content.

» Most web pages content is dynamic.

 When web pages are stored in a common directory of

a web server, they become a website.

- European
Commission


https://en.wikipedia.org/wiki/Computer_file
https://en.wikipedia.org/wiki/HTML
https://en.wikipedia.org/wiki/Markup_language
https://en.wikipedia.org/wiki/Website

BTSF Recap

HTML — Hypertext Markup Language

* A markup language is a set of markup tags.

«  HTML documents are described by HTML tags
and every tag describes different document
content.

Syntaxis: <tagname>content</tagname>

HTML can be edited using a simple text editor or with
specific software.

Browsers interpret the content of the page without
displaying the HTML tags.

Websites have a structure. It is common to navigate
throughout the website pages through the webpages
hyperlinks.

- European
Commission



BTSF Internet browsers

 What are they?
 How many are there?
* How do they work?

* How to configure?




BTSF Internet browsers

 Just a computer program for bringing
Information resources (retrieving),
allowing to view the information (display or
presenting), and access other information
(navigating, following links).

 Although designed to be used on the
World Wide Web, they can also be used
to access information provided by web
servers in private networks or files in file
systems.



https://en.wikipedia.org/wiki/World_Wide_Web
https://en.wikipedia.org/wiki/Web_servers
https://en.wikipedia.org/wiki/Private_networks
https://en.wikipedia.org/wiki/File_systems

BTSF Major Internet browsers

Usage share of web browsers

Internet Explorer
Firefox

Chrome

Safari

Opera

Mobile vs Desktop

60

Firefox, Internet Explorer/Microsoft Edge
(Windows’ default), Google Chrome, Opera, 3 -
and Safari (Mac's default) and their equivalent
In mobile devices

Percent
40

30
|

Web-browser market share - Europe - Feb 2019
Desktop web-browser market share - Europe - Feb 2019
Tablet web-browser market share - Europe - Feb 2019
Mobile web-browser market share - Europe - Feb 2019

20
I

10

2009 2010 2011 2012 2013 2014 2015

Year
Source: StatCounter

- European
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https://en.wikipedia.org/wiki/Firefox
https://en.wikipedia.org/wiki/Internet_Explorer
https://en.wikipedia.org/wiki/Microsoft_Edge
https://en.wikipedia.org/wiki/Google_Chrome
https://en.wikipedia.org/wiki/Opera_(web_browser)
https://en.wikipedia.org/wiki/Safari_(web_browser)
http://gs.statcounter.com/browser-market-share/all/europe#monthly-201902-201902-bar
http://gs.statcounter.com/browser-market-share/desktop/europe/#monthly-201902-201902-bar
http://gs.statcounter.com/browser-market-share/tablet/europe#monthly-201902-201902-bar
http://gs.statcounter.com/browser-market-share/mobile/europe#monthly-201902-201902-bar

BTSF How web browsers work

e https://youtu.be/zOHN-fG60T4

BOocoearc


https://youtu.be/z0HN-fG6oT4

BTSF How web browsers work

« The main function of a browser is to present the web resource you
choose, by requesting it from the server and displaying it in the
browser window.

« The resource is usually an HTML document, but may also be a
PDF, image, or some other type of content.

« The location of the resource Is specified by the user using a URL
(Uniform Resource Locator).

“ European
Commission



BTSF How web browsers work

» Some web browsers block or cannot display some types of files on
the Internet, notably some kinds of multimedia files, such as sound,
video, and animation files.(e.g Flash files)

» To view or play these files, you need what is called a helper
application or plug-in.

» You must configure your web browser or operating system to
launch these plug-ins whenever you click an object that needs them
to be viewed.

ommission



BTSF How web browsers work

They interpret and display the URL depending on its prefix:
 http: or https: — Hypertext Transfer Protocol (Secure)
* ftp: or ftps: - File Transfer Protocol (Secure)
« file: - for local files

Modern web browsers support a combination of standards-based and
de facto HTML and XHTML.

ommission



BTSF How web browsers work

 As soon as we type a web address, some
communication starts to happen.

* The browser send an HTTP request through
the Internet to where the server that runs the
website is located.

* That server sends back an HTTP response
that contains the website in HTML form.

* The browser interprets and displays the HTML
code.

- o &

<4— HTTP/1 Connection —» ¢

Time

European
Commission



BTSF How web browsers work

The process repeats every time we
click a link

Further explanation of how HTTP
HTTP Request

communication works:
https://www.youtube.com/watch?v=
HTTP Response ‘

DUSURHrZGo6l

- European
Commission


https://www.youtube.com/watch?v=DuSURHrZG6I

BTSF

How web browsers work

» Navigation, Tabs & Address bar
» History & Bookmarks

» Downloads

> Find

» Settings: Cache, Cookies, clear browsing data,
search engines, privacy & security)

» Add-ons / Extensions



BTSF Recap

A browser connects to web servers which are
hosting the web resources using request-response
communication.

Browsers present the web resources as indicated
in the web page code (typically HTML code).

A plug-in is a piece of software which
complements other (i.e. web browser) to provide
an extra feature such as playing those files
(typically multimedia), that browsers don't
support by themselves.

Users should know the main features and how
to configure the main settings to make the most
of the browser capabilities.

European
Commission



BTSF Search Engines basics

« We can use standalone search engine websites:
* https://www.google.com
* https://www.bing.com
« https://www.yahoo.com
« http://search.carrot2.org
 https://duckduckgo.com

« Or we can access those search engines using the feature
built-in in our web browser

- European
Commission


https://www.google.com/
https://www.bing.com/
https://www.yahoo.com/
http://search.carrot2.org/
https://duckduckgo.com/

BTSF

Search Engines basics

» How search works
https://www.youtube.com/watch?v=LVV 93mBfSU

» Advanced search in Google
» https://lyoutu.be/FtSeAWRhPKs

» Tips to refine searches:
https://support.google.com/websearch/answer/2466433

- European
Commission


https://www.youtube.com/watch?v=LVV_93mBfSU
https://youtu.be/FtSeAwRhPKs
https://support.google.com/websearch/answer/2466433

BTSF Search Engines - advanced search

« Advanced search will help you to refine your search
avoiding results not relevant for your investigation.

« Access through:

« Advanced Search interface of the search engines:
« Google: https://www.google.com/advanced search
« Yahoo: https://search.yahoo.com/web/advanced

« Search Symbols & Operators:
« Symbols suchas™” - &..

« Operators followed by : such as “site”, “typefile”,
“intitle”, “related”, “info” or “cache”

- European
Commission


https://www.google.com/advanced_search
https://search.yahoo.com/web/advanced

BTS F Search Engines — Google advanced search

Go gle google _!J Q

All Videos Maps Images MNews More Settings Tools

S h sefti
About 11,570,000,000 results (0.43 seconds) earch setiings

Languages
Google

https:/fiwww.google.com/
Search the world's information, including webpages, images, videos and more. Goor  Advanced search
special features to help you find exactly what you're looking for.

Turn on SafeSearch

History
Google Photos Google Images Search help
All your photos are backed up safely, Google Images. The most
organized and labeled ... comprehensive image search ...

- European
Commission



BTS F Search Engines — Google advanced search

Google

Advanced Search

Find pages with. ..

all these words:

this exact word or phrase:

any of these words:

nong of these words:

numbears ranging from:

to

Equivalent
symbol

t1tt

European
Commission



BTS F Search Engines — Google advanced search

Google | Equivalent

operator

Then narrow your resulis

by ..

language: any language -
region: any region -
last update: anytime -

site or domain:

terms appearing: anywhere in the page

SafeSearch: Show most relevant results -
file type: any format

usage rights: not filtered by licence -

Advanced Search

- European
Commission



BTS F Search Engines — Alternatives to text

« Search by image: Reverse search image

* Itis an Internet search using an image/photo in order to find the same (or a
similar) image on the web

 When may you need to use a reverse image search?
 When you search on the Internet for a specific product, but...

« you cannot find it searching by the brand name;
« you want to find similar products (same or different brand);

« you want to find results from online shops in different
languages/countries (in which the name of the product may be different)

« you want to cross-check if you can find other results than those found
when searching keywords in the search engine.
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BTS F Search Engines — Alternatives to text

« Search by image: Reverse search image
 How can you make a reverse image search?

« Websites: e.g.TinEye, Yandex, Bing or Google
« Paste Image
* Image URL
« Upload image

« Browser add-on/extensions: Some image search engines (e.g.
TinEye, Google & others) provide add-on/extensions to use this

service directly from your browser
* Phone app: e.g. CamFind (available for Android & i0S)

- European
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https://www.tineye.com/
https://yandex.com/images/
https://www.bing.com/
https://www.google.com/imghp?hl=EN
https://addons.mozilla.org/en-US/firefox/addon/tineye-reverse-image-search/
https://chrome.google.com/webstore/detail/search-by-image-by-google/dajedkncpodkggklbegccjpmnglmnflm?hl=en
https://addons.mozilla.org/en-US/firefox/addon/search_by_image/?src=search
https://play.google.com/store/apps/details?id=com.msearcher.camfind
https://itunes.apple.com/us/app/camfind-search-your-camera/id595857716

BTS F Search Engines — Alternatives to text

Search by image: Reverse search image

L> 8ing
s

L VI SR R

@ 0O |

T T EEEINT ‘
Visual Search :

Use an image to search on Bing

By Paste image or URL lad Take photo l

Cpen image in new tab
Save image as...

@

Copy image Drag an image here or browse
Copy image address
Search Google for image e ' - % e

f& Search Google with this image -

Search Image on TinEye

Inspect Ctrl+Shift+|
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BTSF

Web-browsers and add-ons

* Browsers such as Chrome and Firefox allow ‘extensions’ to be added to
access features created by third-party developers.

* This features can be used for investigation or evidence gathering and to
facilitate other tasks which may enhance enforcers’ performance.

* Let's practice:
e Chrome: Fireshot / Awesome Screenshot
» Firefox: Flagfox / Save as PDF
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