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BTSF Web pages capture

»\Website structure

» Saving source code and webpages
» Saving webpages with third parties
»Saving complete websites

»Video captures




BTSF Website structure

A website Is just an ordered compilation of several (even hundreds)
documents (html, pictures, files, etc.)

v JAVA SCRIPT




BTSF

How do we save a web page?

 Many investigations will centre around one web page.
« It's very useful/essential to capture this as best evidence.

« Let’s practice...



BTSF Saving web pages

v" While viewing a web page, a copy of it is saved locally; this is what is
being viewed.

v Depending on the browser settings, this copy may be deleted at any
time, or stored indefinitely, sometimes without the user realizing it.

v' Most browsers provide options for saving a web page more
permanently.



BTS F Let’s practice... Saving web pages and source code

» Google Chrome browser... (but more or

less the same with every browser)

* Right-click + Save as
e« Ctrl+ S

« Save webpage complete

|SA Balanc

Back
Forward

Reload

Save as...
Print...

Translate to English

View page source

Inspect

Alt+Left Arrow
Alt+Right Arrow
Ctrl+R

Ctrl+5
Ctrl+P

Ctrl+U
Ctrl+Shift+1
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BTS F Let’s practice... Saving web pages and source code

» Google Chrome browser

- Viewing and saving page source code win Back Alt+Left Arrow
'i“ﬂ i Forward Alt+Right Arrow
: : : Reload Ctrl+R

* Right-click + View page source
e Ctrl + U Save as... Ctrl+5
Print... Ctrl+P

i for
nent

Translate to English

View page source Ctrl+U 0

Inspect Ctrl+Shift+1

* Or save webpage HTML only
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BTSF

W MyISACA

)

%/ [ view-sourcerhttps;//. x

[ 52

C A | @ Information Sys]

j Untitled - Notepad

<!DOCTYPE html PUBLIC

File Edit

Format View Help

<html __expr-val-dir=
<head><meta name="GEN|
content="IE=EmulatelE

MyISACA

</title><script src="
<script type="text/ja

<script
<script
<script
<script
<script
<script src
<!--<script t;
<script type=
<script src
<script type=

<link rel="stylesheet

/_layouts/1033/
text/css" href="
/Style Library/T

href=
/>

<!-- Include B

<script
<script
<script
<script
<script type="text/jav
<!--[if gte IE

<scrip|

<I[endif]-->

<!--[if 1t IE

<scrip|

<scrip|

<scrip]l

<link

<I[endif]--> L

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtm11/DTD/xhtml1-transitional.dtd">

<html

__expr-val-dir="T1tr" dir="Ttr">
<head><meta name="GENERATOR" content="Microsoft SharePoint" /><meta http-equiv="Content-Type"
equiv="Expires"

content="text/html; charset=utf-8" /><meta http-
ROBOTS" CONTENT="NOHTMLINDEX"/><title>

content="0" /><meta http-equiv="X-UA-Compatible" content="IE=EmulateIE8" /><META NAME.

MyTSACA

</titles<script src="/_layouts/1033/init. js?rev=TFgMAEbRBRI7biFPqCSR5W¥%3D%3D" ></sCript>

<script

<1ink rel="stylesheet" type=' text/css
href="/_layouts/1033/styles/ISACACPE/CpeDashboard. css?rev= 43%2FX324th6TaN1dxm039Q%3D%3D /><17nk rel="stylesheet"

/><1ink

Library/ISACADefault.css"
type="text/css"

<script
<script
<script
<script
<script

type="text/javascript" language="javascript" src="/_layouts/1033/non_ie. js?rev=yfNry4hy0Gwa%2FPDNGrqXVg%3D%3D" ></script>
9ffa4600af&4abc9026dae89076197382e6ef025/sate11iteLib 1e5f(580126ed2f59d81e58814b5de256b211d82.js"></script>
_layouts/ontolica/jquery-1.3.2.3js" typef text/]avascrwpt ></5cr1pt>

'/Style Library/ajax/jquery/jquery.min.js’ type_ text/]avascrwpt ></scr7pt>

"/Style Library/ajax/jqueryul/jquery-ui.min.js" type="text/javascript"></script>

text/javascript" src="/Style Library/scripts/BCCGDefault-min.js"></script>

<script src="/_layouts/community/peoplepicker/definejsvars.aspx" type="text/javascript"></script>

<l--<script type="text/javascript" src="https://cloud.moovweb.net/api/public/js_redirection/moovweb/isaca-prod.js"></script>-->
<script type="text/javascript" src="/Style Library/MoovWeb/moovweb_redirection.js"></script>

<script src="/Style Library/scripts/scripts_main.js" type="text/javascript"></script>

<script type="text/javascript" src="/Style Library/TestandTarget/mbox.js"></script>

<script sr
<script sr
<script sr
<script sr
<script typ

href="/_layouts/1033/styles/ISACACPE /CpeCycleSummaryProgress.css?rev= 34c615531PUA1RAFrhp7nQ%SB%3D" /><1ink

"text/css"
/_layouts/1033/styles/ISACACPE/Form. cs5?rev=843zq6/1152Q09zaPe0VLg%3D%3D" /><link rel="stylesheet" type="text/css"

/_1aynuts/1033/sty1e5/Htm1EditanustnmSty1es.css?rev:SSthNxSSFmUDhbthZ7UA%3D%3D" /><1jnk rel="stylesheet" type="text/css"

'stylesheet" type="text/css"
_layouts/1033/styles/susqtech/controls.css"
stylesheet" type="text/css" href="/style
/><1ink rel="stylesheet"

rel="stylesheet" type="text/css" href="/_layouts/1033/styles/susqtech/core.css" /><link rel
/><1ink rel="stylesheet" type="text/css" href="/Style Library/ISACAMaster-MyISACA.css"
href="/sStyle Library/ISACASearchBox.css" />

<!-- Include Print CSS -->»

stylesheet" href="/style Library/IsACADefault-Print.css" type="text/css" media="print" />
stylesheet" type="text/css" href="/style%20Library/ISACALayout-MyISACADashboardLanding.css" />
<link rel="stylesheet" type="text/css" href="/Style¥%20Library/ISACALayout-Home.css" />

"true"s></script>

src="/_layouts/1033/CustomScripts /namefix. js"
true"></5cript>

,1ayout5/1033/5u5Qtech5cripts/d5fix.js"
_layouts/1033/CustomScripts/dsfix. js rue'></script>

/_layouts/1033/CustomScripts /wpfix.js" defer="true" ></5cr1pt>

src—"/ layouts/1033/SusQtechScripts/namefix. js" defer="true"></script>

type_ text/]avascrwpt
'text/javascript'
'text/javascript"
"text/javascript"
ype="text/Javascript"
<I--[if gte IE 771>
<script type="text/javascript" src="/Style Library/scripts/ISAcCADefault-IE-min.js"></script>

<! [endif]-—>
<!--[if 1t IE 71>

<script type:"text/javascrﬁpt" src="/Style Library/scripts/ISACADefault-IE-min.js"></script>

<script defer="defer" type=' text/javascript" Tanguage="javascript" src="/Style Library/scripts/pngfix-min.js"></script>

<script type="text/javascript" src="/Style Library/scripts/iepngfix_tilebg-min. ]s'></script>

<1ink rel="stylesheet" type="text/css" href="/Style Library/ISACADefault-IE.css" />

Brpatible”

xt/css"
tylesheet”

chBox. css"
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BTSF

Saving web pages using third parties
There are several tools or sites that offer the possibility to save web pages.

Useful when evidence can be compromised using manual approach.

Example:
http://www.freezepage.com/
https://web.safestamper.com/ (not free)
https://archive.org/web/

- European
Commission


http://www.freezepage.com/
https://web.safestamper.com/
https://archive.org/web/

F Saving web pages using third parties

€« - c [ i———

i Apps [ Getting Started (] Imported From Fil

freezePAGE

Quick Tour | FAQ | Browser Button | Feedback

Freeze New Page My Frozen Pages

New to FreezePage?

You already have a free account
on this computer. Use it to:

+/ Prove exactly what was at a
web address at a specific
date and time.

/ Take copies of web pages
and keep them for your own
records.

/ Easily and safely share web
pages with friends, students
and colleagues.

Freeze Any Web Page

Enter a web address to freeze any page as it looks right now.

Web address:

e.g. www.nytimes.com

W Optional fields

Choose name:

Save to folder: 7[New Folder] x
Folder Name: G
Get elements: ) All elements in the page

® All elements except script files
Text only (skip images, etc.)

' Freeze Web Page

© 2011 FreezePage | Terms of Use | Privacy Policy

European
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BTSF Saving web pages using third parties

@ || Q Search ﬁ B @ 3+ A 9 a E = §-

Information Technology | Unregistered user | Sign up | Log in
Properties = Share = Rename = Delet

. Minimize header

{ (‘ L 21O www.freezepage.com/1462355711MUBSIHHQHY

freeze PAGE » & New Frozen Page!

Add description

& This was http://vnww.isaca.org/ as of 09:55 today GM

iISACA

i, and valve fom,informaton systoms My ISACA stecorent |- | seacy [CREEN

EDUCATION

Support  Shopping Cart Renew Join ISACA SignIn %" ENGLISH

ABOUT MEMBERSHIP CERTIFICATION coBIT KNOWLEDGE CENTER JOURNAL BOOKSTORE

Follow us: ﬂ n U

ISACA is...

Subscribe to RSS Feeds

What's New

ISACA Now Blog

ISACA Updates

3 May 2016 .
02 May 2016 ) ) WIRED Editor David Rowan Predicts Future of Membership 0
Journal Author Blog: The Benefits of Effective Audit, Governance, Risk Management e T P
SIEM Policy Development ISACA MNow recently interviewed David Rowan, editor of on exams, education and books.
02 May 2016 WIRED magazine and keynote speaker at EuroC.__.
Impact future CGEIT exams by participating in
P Y P pating 28 Apr 2016 JOIN RENEW

an item writing workshop!
01 May 2016

Chic Geek Speak: Vanquish the “Nice Syndrome”
We have often heard these pearls of wisdom during our

Learn More | Find a Local Chapter | Volunteer

Cartifinatinn £\

vewwfreezepage.com/1462355711MUBSIHHQHYs | NOW Available formative years: “Play nice. If you dan't ..
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BTSF Saving web pages using third parties

€« C' | [ www.freezepage.com/1460994957VIGEIVVAZU o=
i Apps [ Getting Started (3 Imported From Fir

freezepAGE b | test » @] page test | Add description

Unregistered user | Signup | Login

{? Properties of http://www.ebay.com/ as of 15:55 today GMT | View Page 4. Minimize header

Options Y -
.| page test — General Information
(VE
View Page
Share Page About this frozen page
Rename Page This »frozen page« is a copy of a web page, which was publicly available at:
Delete Page hittp:/fwnnw.ebay.com/

When you view the frozen page, it is shown exactly as it was retrieved:
@ Retrieval started at 18-Apr-2016 15:55:57 GMT and lasted 8-9 seconds.
@ Text and formatting have been kept unchanged from the original.

General Information

Source Code @ Scripts have been disabled in order to avoid unpredictable behavior. A total of 3 discrete script files were not

Embedded Elements retrieved, as requested at freeze time.
HTTP Requests The frozen page will never change and it can be viewed by anyone at:
All HTTP Headers http:/fwww.freezepage.com/1460994957VIGEIVVAZU

Who created this frozen page?

A FreezePage user requested the retrieval of the page. FreezePage is not affiliated with the creators of this page nor
respansible for its content.

@ You are the owner of this frozen page. Only you can delete it.
@ The page was frozen from IP address x.x.x.212 (partially hidden).

According to our Terms of Use, it is the responsibility of the users to respect copyrights and other legal matters. In case
of misuse, we will help authorities identify offenders.

Technical Information

FreezePage carried out a number of HTTP requests in order to retrieve the page and embedded elements (images,

- European
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BTSF Saving web pages using third parties

@,ﬁl-@ v freezepage.com/14623557 1M UBSIHHOHY B | | Q searcn e 9 3 AO a8 =B~

“ Share »Information Technology «

Click a button to share the frozen page with your network:

nmaaﬂma
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BTSF Saving web pages using third parties

(i) www.freezepage.com/user

freezePAGE

Freeze New Fage

My Frozen Pages

I

[y Q, Search

“a 93+ a0 B =3-

Unregistered user | Sign up | Log in

Quick Tour | FAQ | Browser Button | Feedback

Registration Benefits

Registration is free and give€you:

v

Mobility
Log in and access your frozen
pages from anywhere on the
Internet - not just from the

computer where you froze them.

More Space

Unregistered users have 10 MB
available for their account,
whereas members get 20 MB of
free storage space.

More Time

Unregistered accounts are
closed after three days of
inactivity, whereas registered
users only need to log on every
month.

Sign Up With FreezePage

If you are new to FreezePage, please sign up here. All data can be modified

if necessary. If you have already signed up, log in here.

Email address:
Reenter email:
Choose password:

Reenter password:

W General preferences

User ID (public):
Time format:
Time zone:

This device:

© 2011 FreezePage | Terms of Use | Privacy Policy

U357001
Select a time format...

Greenwich Mean Time (GMT)

o
= @

@ Keep me logged in on this device L

) Log me out when I close the
browser
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BTSF Saving web pages using third parties

L C' & https://web.safestamper.com W=

9 E-mall [ web Browser TSA R Login ™ Language

[\ sofeStamper web

Get a signed and timestamped
PDF with a snapshot of a web
page current content

Information published in a \ SERVICE EVALUATION

web page ate the fea

SNAPSHOT
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BTSF Saving web pages using third parties

[ Safe Stamper - 160504-FWE3... x\-l-

6 )

Signed by SAFE CREATIVE, S.L.. Ondate: May 4,2016 10:35:00 AM UTC

This is a test document generated for evaluating Safe Stamper web page cerification service

so0 it does not have a validation service.

Page 1 of 2

reb.safestamper.com/show

= <+ AutomaticZoom *

Bookstore

Health Intormatics

Information Systems
Information Assurance

THIS WEBSITE USES INFORMATION G ING TOOLS INCLUDING COOKIES, AND OTHER SIMILAR TECHNOLOGY

This is the information retrieved from the address http:/Awww.is aca.org when queried on May 4, 2016 10:35:00 AM (UTC) from
the IP address 54.247 118 247

The page source code (indexhtml) has beenincluded as attachment to this document.
User agent used on the query. Mozilla’5.0 {(X11; Linux x86_64) AppleWebKit537 36 (KHTML, like Gecko)

This query has been performed by web.safestamper.com service from Safe Creative Ltd. which records and digitally signs its
resultin this PDF document on May 4,2016 10:35:00 AM (UTC)

BE C || Q Search ﬁ 8 9 3 A 9 @ E | = '

Page 1 of 2

European
Commission



BTSF

Saving web pages using third parties

Adobe Acrobat and Microsoft Office have built-in time stamping and digital

signature facilities. They are likely to meet the requirements of an advanced
electronic signature.

Further information about time stamping, digital signature and providers in
Europe:

https://ec.europa.eu/cefdigital/wiki/display/CEEDIGITAL/eSignature

- European
Commission


https://helpx.adobe.com/acrobat/using/digital-ids.html
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/cryptography-essentials
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature

BTSF

Capturing the Internet history: The Internet Library

* The Internet Archive is a non-profit organization founded to build an
Internet library.

* |ts purposes include offering permanent access for researchers,
historians, scholars, people with disabilities, and the general public to
historical collections that exist in digital format.

* Now the Internet Archive includes: texts, audio, moving images,
and software as well as archived web pages.



BTSF

Capturing the Internet history: The Internet Library

Basically, the Internet Archive saves copies of web pages published in different
times.

We can access to different views of the same site in different times to compare
them.

Useful in investigations where the history can provide useful evidence.

The Internet Archive web engine doesn’t index all websites everyday, so this is
not a complete compilation of every piece of content upload into the Internet.

“ European
Commission



BTSF The Internet Library: archive.org

&« C | @ https://archive.org
i Apps [ Getting Started (1 Imported From Fi

(auackmaching

Internet Archive is a non-profit library of Announcements
millions of free books, movies, software, New video shows rich res
music, and more.

BEBBEE s

)

Q Search m

Advanced Search

Terms of Service Dec 31, 2014 -
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BTSF The Internet Library: archive.or

€« > 0C https://web.archive.org/web/*/www.ebay.com
it Apps [ Getting Started (3 Imported From Fir

INTERNET ARCHIVE

IIIHII“I""IH“'II"H http://www ebay com BROWSE HISTORY

http: / /www.ebay.com

Saved 18,910 times between June 14, 1997 and April 17, 2016.

PLEASE DONATE TODAY. Your generosity preserves knowledge for future generations. Thank you.

R TN p——

1996 1997 1998 1998 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 "10‘1

2425

MAY JUN JUL
1 2 3 4 5 6 7 1 2 3 4 1 2 1
8 9 10 11 12 13 14 5 6 7 8 9 10 1" 3 4 5 8 7 8 9 7 8
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BTSF

Capturing a whole website

« Sometimes you may want the whole site.

* Only recommended for small sites.

« Automated tools work their way around a site, saving the data for you.
« These are called “offline browsers”.

« HTTrack is a free tool.

* Depending on the website size it's a time consuming process.



../WebReaper.lnk

BTSF

Capturing a whole website - WARNING

« Website copying is not recommended in all cases.

 Ifitis noticed that a user/connection is going systematically through all
the pages from a site within a short time period, this may look more

suspicious than accessing occasionally some pages from an anonymous
IP over a longer time period.

« Some websites may block automatic web crawling. In these cases this
tool will not work.

“ European
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BTSF

Capturing a whole website - WARNING

 Downloading a site can overload it, which may raise suspicions.

« To avoid this, follow these simple guidelines:
* Do not use too many simultaneous connections.
« Configure the depth of downloading.
* Use size limits.
« Use time limits.
* Try to not download during working hours.
« Check your mirror transfer rate/size.

“ European
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BTSF

Capturing a whole website - WARNING

« Also, make sure that you can copy the website according to your national
legislation:

Are the pages copyrighted?

Can you copy them only for private purpose?

m European
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Exercise: Saving complete websites
BTSF using an offline browser

€« > C | [J www.httrackcom
:f Apps [1 Getting Started (J Imported From Fi

Free software offline browser

Version 3.48-21 (03/14/2015)

Engine fixes (keep-alive, redirects, new hashtables, unit tests)

Installing HTTrack: Go to the download section now!
For help and questions: Visit the forum, Read the documentation, Read the FAQs, Browse the sources

Welcome

HTTrack is a free (GPL, libre/free software) and easy-to-use offline browser utility.

It allows you to download a World Wide Web site from the Internet to a local directory, building
recursively all directories, getting HTML, images, and other files from the server to your computer.
HTTrack arranges the original site's relative link-structure. Simply open a page of the "mirrored"
website in your browser, and you can browse the site from link to link, as if you were viewing it
online. HTTrack can also update an existing mirrored site, and resume interrupted downloads.
HTTrack is fully configurable, and has an integrated help system.

WinHT Track is the Windows 2000/XP /Vista/Seven release of HTTrack, and WebHTTrack the
Linux/Unix/BSD release. See the download page.

# Patent Free

- European
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Exercise: Saving complete websites
BTSF

using an offline browser

. WinHTTrack Website Copier - [testwhtt]

File | Preferences Mirror Log Window Help

C=SEON x|

New project Ctri+N
Open... Ctrl+O
Save Ctri+5

Delete...
Browse sites...

1 C\My Web Sites\testwhtt
2 C\My Web Sites\test2.whtt

Exit

R www.googlelagmanager.con
www.isaca.org
- backblue.gif

cookies.txt

- backblue.gif
- fade.gif

- index.html
- test.whtt

H- OSFIXES

- PerfLogs

H- Program Files

H- Spacekace

H- SWTOOLS
H- Test_FTP

f- Users

- Windows
--autoexecbat

£
&
&
&
[H- swshare
[
[
[
[

< | m r

Jrowse Websites

m

- Resume Mode (Intemupted Operstion) -

Werify addressies) in URL box. check parameters f necessary then click on "NEXT" button

Action:

Web Addresses: (URL)

* Continue intemupted download

=]

Add URL

http:/fwww isaca.org

LIRL ligt [ kst

Preferences and miror options

St options. .

<Back |

Next >

Cancel

Help
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Exercise: Saving complete websites
BTSF using an offline browser

V omisserrerr

& (D) fle//C/My Web Sites/indexhtmi = | ¢ || Q search w8 9 3 A9 a3 =E8-

HTTrack Website Copier - Open Source offline browser

Index of locally available projects:

web page capture

Mirror and index made by HT Track Website Copier [XR&CO 2008]
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Exercise: Saving complete websites
F using an offline browser

ﬁnformation Technology - Infg

‘('7| file:///C:/My Web Sites/test/www.isaca.org/Pages/default.html N earch ﬁ E e ‘ ﬁ 9 ﬂ E 2t = !

Support Shopping Cart Renew Join ISACA Sign In ENGLISH

m

wisrcr T I Y -

—HSACA CERTIFICATION EXAM DATE

“/SACA CERTIFICATIONS ARE 11 JUNE 2016

WORTH ACHIEVING.

THEIR VALUE GOES FAR ‘ REGISTER ONLINE
BEYOND PASSING AN EXAM.” TO AUTOMATICALLY

SAVE US $75!
— KHAWAJA FAISAL JAVED, CISA, CRISC
MANAGER OPERATIONS & ICT PRODUCTS FINAL REGISTRATION DEADLINE: # AP™: 25 10

LAHORE, PAKISTAN
ISACA MEMBER SINCE 2004 EXTENDED TO 19 APRIL 2016

THIS WEBSITE USES INFORMATION GATHERING TOOLS INCLUDING COOKIES, AND OTHER SIMILAR TECHNOLOGY.
BY USING THIS WEBSITE, YOU CONSENT TO USE OF THESE TOOLS. IF YOU DO NOT CONSENT, DO NOT USE THIS
WEBSITE. USE OF THIS WEBSITE IS NOT REQUIRED BY ISACA. OUR PRIVACY POLICY IS LOCATED HERE

file:///info/certificationexams/index.html?icid=bani_1201992&appeal=bani CSX Euro 2016 -
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BTSF

Exercise: Saving complete websites
using an offline browser

- —

@@vh v Computer » Local Disk (C:) » My Web Sites » test » '|‘f|| Search test

Organize ~ | Open ¥

I
L

|
}

My Web Sites
test

Print New folder

-

| assets.adobedtm.com

| 9ffa4600af84abc026dae89076197a82¢

| hts-cache

| www.googletagmanager.com

| www.isaca.org
OSFIXES
PerfLogs
Program Files
ProgramData
Recovery
Spacekace
swshare
SWTOOLS

System Volume Informati

Test_FTP
Users

Windows

= home (\\CoscoNAS) (£)

@ Cajas fuertes de McAfee
ﬁ Network

& | IVEBOX

A pr

hts-log.oa Date
Text Document

MName Date modified Type Size

| assets.adobedtm.com 13/04/2016 18:42 File folder
hts-cache 14/04,/2016 10:43 File folder
www.googletagmanager.com 13/04/2016 18:50 File folder

I www.isaca.org 14/04/2016 10:43 File folder

% backblue.gif 14/04/2016 10:42 GIF image 5KB
cookies.txt 14/04/2016 10:43 Text Document 2 KB

Eocle il 14/04/2016 10:42 GIF image 1KB
14/04/2016 10:43 Text Document 66 KB
o KB

hts-log.txt

3 hts-log.txt - Notepad

File Edit Format View Help

HTTrack3.48-21+htsswf+htsjava Taunched on Thu, 14 Apr 2016 10: 42:45 at http://www.isaca.org +*.pn
(winhttrack -qiC1%Ps2ul%s%uN0%I0p3Dak0HO%kT2A25000%F#f -F -%F "<!-- Mirrored from %s%s by HTTrac

Information, warnings and Errors reported for this mirror:

note: the hts-log.txt file, and hts-cache folder, may contain sensitive information,
such as username/password authentication for websites mirrored in this project
do not share these files/folders if you want these information to remain private

10:42:54 Error: Exit requested by shell or user

10:42:56 warning: Found for www.isaca.org/

10:42:56 warning: File has moved from www,isaca.org/_ to https://www.isaca.org/Pages/d¢
10:42:56 warning: File not added due to mirror cancel: www.googletagmanager.com/gtm.js
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/Chinese-¢
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/chinese—1
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/german
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/spanish
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/french
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/hebrew
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/italian
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/japanese
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/korean
10:42:57 warning: File not added due to mirror cancel: https://www.isaca.org/dutch
10:42:57 Warning: File not added due to mirror cancel: https://www.isaca.org/polish
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BTSF

Creating Video Captures

Creating videos of your online activity is very useful

It can include sound, animation or other details (pop-ups, etc.)
Video capture software is easily available

It is recommended to evidence the time/date of the recording.

Tip: check an official time reference online at the beginning of your investigation video
recording
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BTS Exercise: Setting up CamStudio and creating a video
capture

-
[] Cam5tudio

File Region Options Tools Effects View
Help

Ol = 8§ &

Record to A

[} CamStudio

Open Source
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BTS Exercise: Setting up Hypercam and creating a video

HYPER
CAM

SCREEN RECORDER




BTS Exercise: Setting up Screen Capturer and creating a video
capture

{6 Screen Capturer by ScreenCapturer.com

Capture Source:

L O E

Full-screen Current Window Region
Window

Capture Mode:

s =2

Screenshot | Animation

Capture Destination:

| & 3

Clipboard Image File E-mail Printer

This configuration is activated by [Alt+Print Screen]

Visit Screen Capturer Website

Options... Cancel
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BTSF (C
‘ Things to remember

Most web pages dynamically change their content, so design your
strategy to preserve them.

Manual preservation:

Using browser capabilities to save them.

Using third party tools. They add extra valuable information about
the time and date the web page was captured. They help us to
custody the evidence.

Video captures. Valuable to document the entire browsing session
and describe with fully detailed all the work done.
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BTSF
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