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Web pages capture



Website structure

A website is just an ordered compilation of several (even hundreds) 

documents (html, pictures, files, etc.)



How do we save a web page?

• Many investigations will centre around one web page.

• It’s very useful/essential to capture this as best evidence.

• Let’s practice...



Saving web pages

✓ While viewing a web page, a copy of it is saved locally; this is what is 

being viewed.

✓ Depending on the browser settings, this copy may be deleted at any 

time, or stored indefinitely, sometimes without the user realizing it.

✓ Most browsers provide options for saving a web page more 

permanently. 



• Google Chrome browser… (but more or

less the same with every browser)

• Right-click + Save as

• Ctrl + S

• Save webpage complete

Let’s practice… Saving web pages and source code







• Google Chrome browser

• Viewing and saving page source code

• Right-click + View page source

• Ctrl + U

• Or save webpage HTML only

Let’s practice… Saving web pages and source code







Saving web pages using third parties

There are several tools or sites that offer the possibility to save web pages.

Useful when evidence can be compromised using manual approach.

Example:
• http://www.freezepage.com/

• https://web.safestamper.com/ (not free)

• https://archive.org/web/

http://www.freezepage.com/
https://web.safestamper.com/
https://archive.org/web/


Saving web pages using third parties
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Saving web pages using third parties

Adobe Acrobat and Microsoft Office have built-in time stamping and digital 

signature facilities.  They are likely to meet the requirements of an advanced 

electronic signature.  

Further information about time stamping, digital signature and providers in 

Europe:

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature

https://helpx.adobe.com/acrobat/using/digital-ids.html
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/cryptography-essentials
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature


• The Internet Archive is a non-profit organization founded to build an 

Internet library.

• Its purposes include offering permanent access for researchers, 

historians, scholars, people with disabilities, and the general public to 

historical collections that exist in digital format.

• Now the Internet Archive includes: texts, audio, moving images, 

and software as well as archived web pages.

Capturing the Internet history: The Internet Library



Capturing the Internet history: The Internet Library

• Basically, the Internet Archive saves copies of web pages published in different 
times.

• We can access to different views of the same site in different times to compare 
them.

• Useful in investigations where the history can provide useful evidence.

• The Internet Archive web engine doesn’t index all websites everyday, so this is 
not a complete compilation of every piece of content upload into the Internet.



The Internet Library: archive.org



The Internet Library: archive.org



Capturing a whole website

• Sometimes you may want the whole site.

• Only recommended for small sites.

• Automated tools work their way around a site, saving the data for you.

• These are called “offline browsers”.

• HTTrack is a free tool.

• Depending on the website size it’s a time consuming process.

../WebReaper.lnk


Capturing a whole website - WARNING

• Website copying is not recommended in all cases. 

• If it is noticed that a user/connection is going systematically through all 

the pages from a site within a short time period, this may look more 

suspicious than accessing occasionally some pages from an anonymous 

IP over a longer time period.

• Some websites may block automatic web crawling. In these cases this 

tool will not work.



Capturing a whole website - WARNING

• Downloading a site can overload it, which may raise suspicions.

• To avoid this, follow these simple guidelines: 

• Do not use too many simultaneous connections.

• Configure the depth of downloading. 

• Use size limits. 

• Use time limits. 

• Try to not download during working hours. 

• Check your mirror transfer rate/size. 



Capturing a whole website - WARNING

• Also, make sure that you can copy the website according to your national 

legislation: 

• Are the pages copyrighted? 

• Can you copy them only for private purpose? 



Exercise: Saving complete websites 
using an offline browser
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Exercise: Saving complete websites 
using an offline browser



Creating Video Captures

• Creating videos of your online activity is very useful

• It can include sound, animation or other details (pop-ups, etc.)

• Video capture software is easily available

• It is recommended to evidence the time/date of the recording.

• Tip: check an official time reference online at the beginning of your investigation video 

recording



Exercise: Setting up CamStudio and creating a video 
capture



Exercise: Setting up Hypercam and creating a video 
capture



Exercise: Setting up Screen Capturer and creating a video 
capture



Most web pages dynamically change their content, so design your 
strategy to preserve them.

• Manual preservation:

• Using browser capabilities to save them.

• Using third party tools. They add extra valuable information about 
the time and date the web page was captured. They help us to 
custody the evidence.

• Video captures. Valuable to document the entire browsing session 
and describe with fully detailed all the work done.

Things to remember



Thank you
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