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Internet searches

➢ Hardware

➢ Software

➢ Search methods

➢ Automatization



Internet searches - Hardware

• Safety approach:

• Separation of search PC and network of the authority

• Solution established in the BVL:

• Product search is carried out on separate PCs



Internet searches - Hardware
Solution established in the BVL/G@ZIELT:

Search PC Office PC

Internet 

connection via 

DSL line

Internet 

connection via 

authority

network



Internet searches - Hardware

Advantages:

• Random IP address used for product searches (→ anonymity)

• Harmful websites can only attack search PC, authority network is safe 

during product search

• In case of a virus attack the search PC can be set again up from scratch 

with minimal data loss

• Additional software can be installed (may be restricted in authority 

network)



Internet searches - Hardware

Further safety measures:

➢ Data transfer between search and authority PC only via secure online 

platform (e.g. search results)

➢ Data transfer limited to screenshots & xls-files

➢ Virus checks during all data transfers!

→ One search PC of the unit was attacked in 2014 by a virus

and had be to set up from the scratch (authority network was 
not affected)



Product search workflow 

Search PC

- Internet search

- Excel sheet with results (URLs, 

imprint data, etc.)

- Screenshots of offers

- Data transfer

Authority PC

- Software Idea: Automated 

assignment of competent authority

for each search result (database with 

all postcodes of Germany)

- Notification of competent authorities 

via email

- Upload of search results on platform 

“FIS-VL”



FIS-VL data exchange tool

• Specialized information system for German consumer protection and 

food safety authorities

• Used by G@ZIELT to share information/product search results with CAs 

in DE and MS (FLEP e-commerce WG)

https://fis-vl.bund.de



Internet searches - Software

• Software used by G@ZIELT for product search:

• Standard software: Windows 7, Firefox, MS Excel

• Idea (by Audicon) Data Analysis Software; used by tax inspection 

authorities

• Searches on eBay: BayWatcher Pro

• Firefox Add-ons

• Collecting of evidences:

• Acrobat Pro & Hypercam



• Preservation of evidence:

• If products are ordered online: 

screen video of purchase 

procedure(software Hypercam)

Internet searches - Software

Screen Video captured by Hypercam



Internet searches - Software

• Firefox Add-ons

• Fireshot (saves screenshot as PDF)

• No script (obstruct running scripts)

• TINeye (reverse image search engine)

• Flagfox (shows the server location, WHOIS, IP and DNS informations, 

many other tools included) 



Internet searches - Software

Flagfox

(Toolbox for website analysis/localization)



Internet searches – Search methods

Search engine challenges

- Relevant results require tailor-made search queries

Example: Google search for skin bleaching cream “Caro Light”:

Target product:                               Google finds:



Internet searches – Search methods

Search engine challenges

- Adjustment of the search string: “Caro light -coffee”

- Google finds 279 results; many are not relevant:



Internet searches – Search methods

Search engine challenges

- Adjustment of the search string: “Caro light -coffee -review”

- Google finds 165 results; only offers for German consumers 

are of interest

- Adjustment of Google’s search options: Only German results

- Google finds 87 results; manual screening required

1 relevant 

hit



Internet searches – Search methods

Search engine challenges

- Each search query requires individual adjustments

- Search engines behave differently: Perfect search string for Google might be not efficient on 

Bing or Yahoo

- Marketplaces like Amazon or eBay are not covered by Google, Bing or Yahoo search queries 

→ Must be screened separately (manually or with software tools)



Internet searches – Search methods

Search engine challenges

- Search for document types can be helpful

- filteype:pdf site:http://www.website.com



Internet searches – Search methods

Search engine challenges

- Product may lack brand names or other characteristics for search queries

→ Search by GTIN (Global Trade Item Number)/EAN (European   Article Number)

GTIN 13: Country Code Company Code Article Number Check digit



Internet searches – Search methods

Search engine challenges

Example: RAPEX A12/0239/14 – “children’s working gloves”

- No product name or brand name that can be searched for

- Google search for GTIN 4001273012352 reveals relevant offers on the 

internet

Hint: Tool for conversion of GTINs/EANs into

Amazon product numbers (ASINs):

http://www.marktplatz-

tools.de/asin_ean_convert.php



Internet searches – Search methods
Tool for conversion of GTIN/EAN in Amazon product numbers (ASIN): http://www.marktplatz-

tools.de/asin_ean_convert.php

Internet searches – Search methods



Internet searches – Search methods

Conversion of GTIN/EAN into product numbers:

http://www.ean1.de

RAPEX – A12/0399/15 – Chrome VI in gloves



• Image search 

(Google/Bing/Yahoo)

• Many retailers use the same 

pictures for their product offers

• If a product is identified on a 

website via a regular search, 

image searches often reveal 

identical offers by other retailers

Internet searches – Search methods



Internet searches – Search methods

Example: Image search

Image search

Offer that uses the same 

image

Offer identified via regular

search query



Internet searches – Search methods

Product notified in RASFF (alert)

Example of missing contact data

- Imprint: Offshore p.o. box

- Option: imprint in other 
languages → example

- Domain is registered anonymously

- Package arrives without return 
address

Anonymous vendors



Internet searches – Search methods

Options to remove offers

- “Whois query” to identify domain 

provider

- Notification of domain provider

(“abuse report”)

Anonymous vendors

Articles about successful abuse reports:

http://blog.easydns.org/2014/08/15/heres-why-we-took-down-a-pharmacy-domain-without-a-court-order/

https://thinksteroids.com/news/godaddy-shuts-down-steroid-websites-under-pressure-from-legitscript/



Internet searches – Search methods

Options to obtain contact data

- PayPal law enforcement e-request

https://www.paypal.com/

webapps/mpp/law-enforcement

- Trademark search 
https://euipo.europa.eu/eSearch

- example

Anonymous vendors

Address in MS

https://euipo.europa.eu/eSearch


Internet searches – Internet archives

Old versions of websites can be retrieved from online archives (e.g. archive.org)

→ Useful when imprint information is missing or insufficient

Imprint 11/09/2017:

P.O. box in Delaware

Imprint 12/04/2014:

Address in Germany

Archived 

website

Address in 

DE



Internet searches – Search in marketplaces

Software tools, for example software “Baywatcher” for eBay

Very fast and efficient product search on eBay

→ 400 search results in 2 seconds

→ many filter options

http://www.aborange.de/products/baywatcher.php



Internet searches – Search in marketplaces

http://www.aborange.de/products/baywatcher.php

Software

“Baywatcher”



• Overview of online offers for defined regions

→(e.g. Federal State)

• eBay does not allow searches within certain 

local borders

• search request for products at certain „item 

locations“

• restrict search to certain region around „item 

location“

• Comparison with postal code database and 

removal of dublettes

Internet searches – Search in 
marketplaces



Internet searches – Monitoring of social 
networks

- Food supplements are sold 

on social networks like 

Facebook or Google+ 

(Bachelor thesis)

- Large market assumed –

food supplements are traded

in closed groups

Sports products offered on Facebook



Internet searches – Monitoring of social 
networks

- So far only preliminary 

activities

→ Challenge: anonymity

- G@ZIELT will conduct an 

annual plan programme for 

food sold in social networks

→ Identification of eFBOs

Sports products offered on Facebook



Internet searches – Monitoring of social 
networks

- Social networks like Facebook can be 

monitored with free online tools:

- https://inteltechniques.com/menu.h

tml

- Additional tools:

- https://www.social-searcher.com/

- http://uk-osint.net/facebook.html

https://inteltechniques.com/menu.html



Internet searches – Monitoring of search 
results
- Identified offers that are forwarded to competent authority can be 

monitored automatically

- Free web based tools, for example www.changetracker.com

→ Email notification if website with product offer is changed or 

removed:



Research project: Development of 
automated search tools

Cooperation with the Hamburg University of applied science 

• AAPVL  - Development of an automated analysis procedures for 

the identification and assessment of potentially non-compliant 

products traded on the internet 

• supported by funds of the Federal Ministry of Food and 

Agriculture (BMEL) 

• Project funded by the German Federal Agency for Agriculture and 

Food (BLE) within the innovation-support program

Project launch: 15.02.2013

Project completion: 31.08.2018



Research project: Development of 
automated search tools

Cooperation with the Hamburg University of applied science 

➢ Development of an automated, IT-based 

software prototype for the monitoring of the e-

food market place: 
➢ Optimization of the search engine results (relevant data only!)

➢ Integration of text, logo and image recognition procedures

➢ Development of an automated search procedure allowing a 

risk-oriented control of e-foods



Research project: Development of 
automated search tools

Cooperation with the Hamburg University of applied science 

➢ Automated product searches, FBO searches 

and searches for the annual plan

➢ application areas:

➢ non-permitted/unsafe foods/ingredients 

➢ Health Claims

➢ misuses of logos and seals (organic, geographical 

indication)

➢ Development of concepts for the risk-based 

control of the e-food market place



The APPVL work flow

Datenerfassung

Dublettenfilterung 

und Abgleich der 

Negativliste

Shopidentifikation

Lebensmittel-
shopidentifikation

Produktseiten-
identifikation

Verstoßanalyse

Impressums-
erkennung

Recherch

eauftrag Anwender

Manuelle Bewertung

Weiterverarbeitung, 

juristische Prüfung 

und ggf. 

behördliche 
Maßnahmen

GUI

Data 

collection

Duplicate and

negative lists

comparison

Shop 
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Food shop

identification

product page

identification

Suspicion analysis

(infringement)

Imprint

recognitionFurther processing; 

legal examination

officiall and legal 

measures

Manual 

assessment

UserResearch 

request

Final

report



Research project: Development of 
automated search tools

Cooperation with the Hamburg University of applied science 

➢ Automated product searches, FBO searches 

and searches for the annual plan

➢ application areas:

➢ non-permitted/unsafe foods/ingredients 

➢ Health Claims

➢ misuses of logos and seals (organic, geographical 

indication)

➢ Development of concepts for the risk-based 

control of the e-food market place



Annual Plan: fresh meat

➢ Search queries:

➢ Fleisch Kaufen

➢ Fleisch Warenkorb

➢ Fleischerei online

➢ Metzgerei online

➢ Grillfleisch Warenkorb

➢ Grillfleisch Kaufen

➢ Hack Kaufen

➢ Hack Warenkorb

Cooperation with the Hamburg University of applied 
science 



Annual Plan: fresh meat

➢ Retrieved results by Google.de: 11.855

✓ thereof duplicates: 2.958 (approx. 25 %)

✓ thereof sites not reached: 276 (approx. 2 %)

➢ Unique and reached sites: 8.621

✓ spread over 2.858 Domains 

✓ thereof recognized as shops: 6.244 (approx. 72 %)

✓ thereof recognized as food shops: 3.905 (approx. 45 

%)

➢ Manuel assessment:

✓ FBOs located in Germany and selling fresh meat: 

approx. 180 

✓ FBOs located in Germany and selling meat products : 

approx. 200

Cooperation with the Hamburg University of applied 
science 
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