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BTSF Sharing files

»Web hosting and FTP

» FTP client

» Other ways for hosting
» Safety protocols
»Website structure

- European
Commission



BTSF

Sharing files

» Users need to store data and share it.

« Store In hard drive or server. This last option requires communication
through the network:

* File Transfer Protocol (FTP)

 Designed specifically to move files over IP networks
« FTP extended but not commonly used by users

 Web-based (HTTP)

« Interface like a webpage, accessible like other webpages

« Client/app

*  Piece of software which connects, accessible like other webpages through a web-

browser
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Local/external storage

« Ideally for digital evidence storage:
* In a physical media format that cannot be changed

«  WORM (Write once read many) CDs/DVDs are useful for storage and sharing (read
only, one use, easy to store and transport).

« Stored in a “isolated” location only accesible by authorised people
* Not network connected or high security to access

« However, nowadays the use of CDs/DVDs has declined and not likely that every
organisation have isolated lab locations.
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FTP

It is possible to configure a PC connected to the network to be a FTP server
(Windows Administrative tools)

Most people use specific software FTP tools
For example: Filezilla

Lets take a look...
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F Exercise: Accessing a host via FTP

File Edit View Transfer Server Bookmarks Help

Host: Username: Password: Port:
e —
—_—
Local site: | C\ ~ | Rermote site:
=Ml Desktop o
- My Documents E‘
2% Computer
B‘? C:
- | SRecycle.Bin =
Filename Filesize Filetype Last modified » | Filename Filesize Filetype Last modified  Permissio.. Owner/G..
. =
| SRecycle.Bin File folder 03/07/2013 22....
Mot connected to any server
| 4896532729.. File folder 10/10/2013 12..
| 7f70420d3bd... File folder 15/11/2013 15:.
| aeat File folder 15/11/2013 12...
| €530a131172f.. File folder 11/12/2013 15:.
I_Documents a File folder e

8 files and 20 directories. Total size: 5.563.787.313 bytes

Mot connected.

Server/Local file Directi... Remote file

Size Priority Status

-I Queued files l Failed transfers l Successful transfers

= Queue: empty
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Cloud storage hosting & sharing

* Popularity of the Cloud: many vendors offer limited space in their servers for
Individual users or companies.

« Cloud storage is a model of computer data storage in which the digital data is stored
in “logical pools” (logical storage space commonly distributed in multiple servers
(sometimes in multiple locations).

* The infrastructure is commonly owned and managed by a hosting company which
provides access and is responsible of the security and availability of the data.
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Cloud storage hosting & sharing

* “For free” cloud storage space?

* Popular services: Dropbox, Box, Google Drive, Microsoft OneDrive or your local ISP
provider's.

* Not for free services may provide additional options (check the Terms &
Conditions)
e Space or data availability
« Features (data deletion or portability)
* Privacy or data security
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BTSF Cloud storage hosting & sharing

Cloud storage services may be accessed through a
cloud computing servi-ce:

*  Web-based
Interface accesible
through a web-
browser

« An application
which use the web
service application
programming
Interface (API).
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BTSF Cloud storage hosting & sharing

Cloud storage services may be accessed through a

cloud computing service:

Web-based
Interface accesible
through a web-
browser

An application
which use the web
service application
programming
Interface (API).
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Cloud storage hosting & sharing

« Some things to take into account:

* Privacy protection

« Data security and integrity
« Payment models

« Back-up

« Data deletion & portability
« Data location

« Cloud access



BTSF Examples: Cloud storage

€« C' A https://www.box.com/en_GB/pricing/personal/ 9=
i Apps [ Getting Started (] Imported From Fi

By using Box. you agree to our use of cookles o enhance your experience. See our privacy olicy for settings and more. | QK

mx Business Industries Personal +44 808 189 0504 Login | SignUp

Choose a plan that's right for your business

Personal Plans Business Plans

PERSONAL PERSONAL PRO

Secure access 1o your personal files A simple upgrade for more flexibility and

from anywhere space.

Free 8 € o
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Secure protocols

https, ftps

« They use encryption functionalities in an effort to provide more secure and
trusted connections.

« Historically, HTTPS connections were primarily used for payment

transactions on the www, e-mail and for sensitive transactions in corporate
Information systems.
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Secure protocols

 Web browsers know how to trust HTTPS websites based on certificate
authorities that come pre-installed in their software.

 Certificate authorities (such as Symantec,

Comodo, GoDaddy and GlobalSign) are in this way being trusted by web
browser creators to provide valid certificates.
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BTSF Secure protocols

Things to take into account to trust the connection:

& https://en.wikipedia.org/wiki/Main_Page

 The browser software . X
. Connection is secure

CorreCtly Im plements HTTPS Your information (for example, passwords or credit

Wlth Correctly pre_l nstal Ied E:;c:rlﬂnl:ln::}:rs) is private when it is sent to this site.

certificate authorities.
* The certificate authority vouch @ Confieste (Ve

only for legitimate websites. @ Cookies 7 inuse) (@@ nitps/jenidpediarg/uiki/Main Pace
* The website provides a valid B e setngs @ enwikpediaorg >

. . . —

certificate, which means it O Tracking Protection

Was Slgned by a trusted Mo tracking elements detected on this page.

authOI‘Ity \ Permissions

¥ou have not granted this site any special
permissions.

£
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BTSF Example: certificates in web browser

= = C' | [ chrome:/settings > =
i Apps [ Getting Started [J Imported From Fir

Chrome Settings
History Downloads
Extensions Download location: | C\Usersicosco\Downloads ( Change.. | i —
Settings [ Ask where to save each file before downloading Tt piTE R <Al> -
Int diate Certification Authoriti m ificati ‘|’
About HTTPS/S5L Personal | Oth le | Intermediate Certification Authorities |Tru t Certification Aul
| Manage certificates.. ed To Issued By Expiration D...
/ ACDNIE 001 AC RAIZ DNIE 27/02/2021  <Mone>
Google Cloud Print [/ AC RAIZ DNIE AC RAIZ DNIE 09/02/2036  <Nones
. ) ) [5/COMODO High-Assurance ... AddTrust External CA R... 30/05/2020 <MNonex>
Set up or manage printers in Google Cloud Print. Learn mere o
[5/COMODO RSA Certificatio...  AddTrust External CA R... 30/05/2020 <MNonex>
| Manage | [5/COMODO RSA Domain Vali... COMODO RSA Certificat... 12/02/2029  <Monex>
|5 DigiCert SHA2 Secure Ser... DigiCert Global Root CA 08/03/2023 <MNonex>
|| Show notifications when new printers are detected on the network [SlEntrust Certification Auth... Entrust.net Certificatio...  12/11/2021 <Monex>
[SJEntrust Certification Auth... Entrust Root Certificati...  05/12/2030  <None>
- 4 1
Accessibility \ |
.
Add additional accessibility features \

Export... || Remove

Systam
Certificate intended purposes

[ Continue running background apps when Google Chrome is closed

|#| Use hardware acceleration when available

Reset settings Learn more about certificates

Restore settings to their original defaults.

| Reset settings |

Hide advanced settings... -
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BTS F Example: safety protocols in web browser

/ ebsi. x { BN Screen Capture X 7 ikip x‘_’@lsac.q.urg WHC XY.W File Transfer Fr XY._ A Montar un sen XY 7) Dropbox - Sigr x‘ .@Itﬂlﬂg

& X | Dropbox, Inc[US]\https:;’,"www.dWm?cont:https%BA%zFC!-'cZF\n.ww.'.dropbox‘com%ﬁcoupons&'register_cont:https%RA%2F%ZF\-\rw\-\f.dropbcx.co|T‘~T',1? =

o

I Apps 1T = "

g Dropbox Download the app

‘ Try Dropbox Business

Sign in or create an account

Email

|# Remember me m

Forgot your password?

Waitina for de adslinkedin com -

See some examples in https://badssl.com
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BTSF T
‘ Things to remember

v' Ways of hosting data on servers:

v Using local FTP servers. Accessible using ftp protocol. Using for
exchanging data.

v Using cloud/web hosting. Be careful when saving data on these
kind of services because we loose the control.

v’ Use safety protocols (ftps, https) when moving data
on the Internet. You don’'t know who is listening to...
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