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The Flying Squad

The Flying Squad (Food Inspektion Task Force)
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E-commerce and OSINT: 

Focus

• Illegal marketing of food supplements

• Pro-active searches for illegal marketing of 

food and/or non-registered FBOs

• Identification of persons and companies 

involved in food fraud

• Online tools used to map fraudulent networks 

of persons and companies

The Flying Squad



The Flying Squad:
Cooperation on E-commerce
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Cooperation with authorities / 
organizations

• Danish National Police – LCIK (New National Center for Internet Related Economic Crime)

– Information exchange on internet investigations and OSINT

• Tax Authority – Anti Fraud Unit

– Webcrawling on specific search terms – Mainly data on new relevant websites and B2C-marketplaces

• Customs

– Border control and inspection of transporters of e-traded products

• Danish Safety Technology Authority

– Exchange of information and cooperation regarding test of a new AI-based software tool (image 

searches)

• Danish Competition and Consumer Authority

– Elaboration of consumer information (awareness website) on safe e-commerce shopping.



Cooperation with authorities / 
organizations

In Denmark (examples):

• Anti Doping Denmark: Food Supplement project in cooperation with the 

Danish Medicine Agency – incl. online sampling

• Consumer Associations

• Awareness campaign about safe online shopping

• DBA.dk (E-bay) Online marketplace 

• Information to consumers about illegal health claims



Case: Cross border cooperation

The food box project



Case: Cross border cooperation

Terms of trade

Payment

info

Order confirmation

Website

Label on the box



Case: Cross border cooperation

Notification from Customs (border control Germany-Denmark) Sunday March 

11th

2 vehicles

7 pallets with boxes of 
ready meals

No traceability
documents! 

Label on 
the boxes



Case: Cross border cooperation

Contact to the German Authorities – April 4th 2019 – AAC Reply on April 5th 
2019 



Case: Cross border cooperation

Tip: This mindmap is made 

with the free version of 

Maltego Casefile

Company construction

”overview”



Cooperation with international authorities -
Meetings with international authorities

SO-

ME? E-

COM!

ONLINE 

SAMPLES 

- HOW?

• HoA E-commerce Working 

Group (former FLEP)

• Commission E-commerce

WG

• International conferences

• BTSF-trainings and

workshops

• OLAF Training course

Examples



HoA eCommerce
• Co-chair: 

– NL

– DE

• 1st meeting: 8 MS

• 9th meeting: 20 MS 

+ COM, NO and CH

• 25 Working Group members

• Exchange of information, best practise, cooperation, mutual 

assistance
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Scope and achievements

• One-day training course on on-line investigations (financed by TSI)

• Proposal and input for ‚Better Training for Safer Food‘ course “New investigations

techniques in food control”

• eCommerce training course (2014-15)

• Basic and advanced course „eCommerce“ (2016-17) (2018-19) (2020-21)

• Advice to COM and drafting of legislative proposals

- Official sampling (Article 36 of 2017/625)

- Closing of websites (Article 138 of 2017/625)

• Input from experienced FLEP e-commerce members                                                       

to COM WG

– CCP e-food

– Guidelines

– iRASFF/AAC adaptions



COM Working Group eCommerce

• “Working Group on the Strengthening of the Enforcement of EU Agri-Food 

Legislation on Internet Sales of Food”

• First meeting in May 2016

• 2 subsequent meetings of electronic sub-wg

• Draft guidelines for best practice in online control

• Contact to market places and other service providers

• Cross border cooperation

• Integration of ecommerce cases into RASFF, AAC

• Since 2019 replaced with a new COM E-com Working Group



EU Coordinated Control Plan (CCP 1) 
2017 

1077 web sites checked

351 food supplements with medicinal claim

428 non-compliant novel foods

779 offers of non-compliant products

https://ec.europa.eu/food/safety/official_controls/food_fraud/online-offered-food-2017_en

websites and non-

compliances 

(Novel Food and 

Food supplements 

with medicinal 

claims on bone 

and joint 

diseases)

https://ec.europa.eu/food/safety/official_controls/food_fraud/online-offered-food-2017_en


Meetings with international authorities

Take aways

• Inspiration

• Sharing best

practices

• New knowledge

• International 

Network of E-

commerce nerds



Cooperation with international 
authorities

Cooperation within the EU:
- RASFF

- AAC: Administrative Assistance and Cooperation

Cooperation with third countries:
- RASFF (need to react)

- Agreements for mutual cooperation and support on
international level 

Cooperation on 

eCommerce related 

cases



e-Commerce coordinated action plan on offers and 
advertising of foods related to Covid-19

Background

• Ongoing lockdowns in many Member States 
leave open and even stimulate possibilities to 
purchase products on line.

• Coronavirus fears have spurred anxiety. 
Consumers’ concerns are growing for 
medicines and any other aids such as food 
including food supplements for preventing or 
curing this infection.

• The COVID-19 pandemic has open a 
business opportunity for criminals and 
fraudsters to sell products online.

Cooperation with international authorities



Examples



e-Commerce 

coordinated action 

plan on offers and 

advertising of foods 

related to Covid-19



Background

Health claims made on foods are authorised by 
the Commission, following a scientific assessment 
of the European Food Safety Authority (EFSA)

In the EU, it is prohibited to attribute medicinal 
properties to food. In particular, Article 7(3) of 
Regulation (EU) No 1169/2011 stipulates that food 
information shall not attribute to any food the 
property of preventing, treating or curing a human 
disease, nor refer to such properties. This applies 
also to any reference made to CoVid-19. 

Product search

e-Commerce coordinated action plan on offers and advertising 

of foods related to Covid-19



➢ Tracing and Identifying websites, sellers and 

operators with illegal practices linked with the Covid-

19.

➢ Informing European consumers about the illegality of 

all foods including food supplements claiming that 

they prevent or cure the Covid-19 infection are illegal 

and cannot be offered.

➢ Communicating about non-compliances and/or 

suspected fraudulent practices to the appropriate EU 

networks (RASFF, AAC FF). Strengthening the 

cooperation and administrative assistance at national 

and EU level.

➢ Building expertise on enforcement in internet. 

Building collaboration with marketplaces and payment 

service providers.

Objectives



• Support the authorities’ efforts in informing consumers on 
illegal claims about infection preventing or curing effects of 
foods in relation to the COVID-19 outbreak. 

• Take rapid actions, in line with the Commission’s 
Recommendation to enable effective notice-and action 
procedures for users to flag illicit offers and to withdraw 
expeditiously content concerning sale and advertisement of 
illegal food  linked with CoVid19,

• Take proportionate and specific proactive measures to 
remove illicit offers linked with CoVid19, where explicit 
information about such illegal offers is made available to the 
platforms.

• Be transparent towards users and authorities with regards to 
measures taken and their effectiveness.

• Cooperate smoothly with authorities, provide for a point of 
contact and ensure that fast-track procedures are available to 
process notices from competent authorities.

What is expected from Market Places?



NOTIFICATIONS options via iRASFF, AAC AA or AAC FF 



Danish examples – C-vitamin

Does Vitamin C help

against corona virus?

No studies show an 

effect – no evidence

However – no studies 

show the opposite

either… It might be a 

good idea!

Link to vitamin tablets 

and how to buy them on 

the same webpage

Administrative fine 

– 7.500 DKR



Danish examples – Good advices

No direct sale from the 

website/blog – but 

affiliate links and 

payment for directing

users to webshops

Administrative fine 

– 7.500 DKR

Food Supplements in 

the fight against corona

I recommend these

food supplements to 

boost the immune 

system…



Information to consumers

Help us stop illegal 

marketing of food against 

corona virus!



*Must be updated when the 

Final Report is ready

https://ec.europa.eu/food/saf

ety/official_controls/eu-co-

ordinated-control-

plans/covid-19_en

(Preliminary) Results

https://ec.europa.eu/food/safety/official_controls/eu-co-ordinated-control-plans/covid-19_en


Establish cooperation agreements with 
third countries

Trilaterals talks between US-FDA, CN-AQSIQ and SANTE on 11 to 13 April 2018:

• SANTE proposed a project of mutual administrative assistance and cooperation between the three 

institutions for cross-border non-compliance cases

• Three institutions act as single contact points

• Single contact points get in contact with the respective 

competent authorities and request inquiry on the specific case

• Deadlines for feedback

• Criteria for closing a case:

─ Case solved

─ Trader not reachable

─ Competent authority refuses to take measures



Cooperation with market places 
established by SANTE

Cooperation with Market Places?

Dedicated e-mail adresses 

regarding non-compliant

offers

(How ever not allways

responding…)



Contact points of credit card brands and 
payment service providers

• PayPal

• for general inquiries or urgent investigations: 

dedicated email addresses and phone numbers

• for customer sensitive information:

Safety Hub – PayPal Law Enforcement Tool contact

• Mastercard

• for data of sellers: 

Law Enforcement Referral Form (a. print and sign, b. 

electronic signature)

• VISA 

• …



Cooperation domain services & providers

• Contacting hosting companies

• In cases where affiliate marketing link to dangerous products, the hosting company has 

removed the content from websites (our requests are based on the rules in the E-

commerce directive)

• Provider

• In a resent case dk.hostmaster (administrator of all .dk domains) would not provide us 

with information about the registrant because of the GDPR-regulation.

• However they ended up giving us the information, when we required it based on a rule 

in our national food law.

• Best practices that can be used as inspiration?



Thank you
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