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Cooperation with (PSPs)

Non-registered Food 

Business Operators

Payment Service Providers



Why?

• Test purchases

• Information requests

• Following the money

Cooperation with PSPs



Cooperation with PSPs

Banks

PayPal

Amazon 
Pay

Visa

Master 
Card

Prepaid 
Credit
Cards



Cooperation with PSPs

• Usually not the first hint in an investigation

• Could be useful for competent authorities at a later 

stage

• Identification of account information via test purchase/ 

information request

• Authorities need to check whether they are 

competent to receive/request that kind of 

information

Banks



Cooperation with PSPs

• PayPal account for test purchases

• PayPal account for information requests

• Via PayPal ID - Not website/domain

• PayPal ID: usually e-mail address

• Challenge: How to retrieve PayPal ID?

• e.g. via extended search, test 

purchase 

• PayPal Law enforcement guide

• https://www.paypalobjects.com/digitalass

ets/c/website/marketing/na/us/law-

enforcement/le-guide-safety-hub.pdf

PayPal

https://www.paypalobjects.com/digitalassets/c/website/marketing/na/us/law-enforcement/le-guide-safety-hub.pdf


Cooperation with PSPs

PayPal

https://safetyhub.paypalcorp.com



Cooperation with PSPs

• Option for test purchases

• Possibility for information 

requests?

• https://pay.amazon.com/us/

help/201212430

Amazon 
Pay

https://pay.amazon.com/uk

“[…]we may restrict transactions […] 

or limit access to funds in your 

Payment Account […] if […] required 

by […] law enforcement or any 

governmental entity.”

https://pay.amazon.com/us/help/201212430


Cooperation with PSPs

Visa

• EU COM tried to establish contact

• Ongoing process

• „These are the main ways we use your information:[…] 

To help prevent fraud and money laundering, improve 

security, comply with applicable laws, […]”

• „These are the main ways we share your 

information:[…] With law enforcement and public 

authorities as required by applicable laws and 

regulations“

https://intellilink.spendmanagement.visa.com/Custom_ST/VISA_Pri

vacyPolicy.asp

https://intellilink.spendmanagement.visa.com/Custom_ST/VISA_PrivacyPolicy.asp


Cooperation with PSPs

• Contact established by EU COM

• COM WG „e-commerce“

• Law Enforcement Referral Form
Master 
Card

https://www.mastercard.us/content/dam/mccom/en-us/documents/mastercard-law-enforcement-referral-form-electronic-signature-1291.pdf

https://www.mastercard.us/content/dam/mccom/en-us/documents/mastercard-law-enforcement-referral-form-electronic-signature-1291.pdf


Cooperation with PSPs

• Option for test purchases -> anonymity

Prepaid 
Credit 
Cards

https://www.viabuy.com https://www.paylife.at



Cooperation with PSPs

Product notified in RASFF (alert)

Example of missing contact data

- Imprint: Offshore p.o. box

- Domain is registered anonymously

- Package arrives without return address

Anonymous vendors



Cooperation with PSPs

- “Whois query” to identify domain 

provider

- Notification of domain provider

(“abuse report”)

Anonymous vendors

Articles about successful abuse reports:

http://blog.easydns.org/2014/08/15/heres-why-we-took-down-a-pharmacy-domain-without-a-court-order/

https://thinksteroids.com/news/godaddy-shuts-down-steroid-websites-under-pressure-from-legitscript/



Cooperation with PSPs

Options to obtain contact data

- PayPal law enforcement e-request

https://www.paypal.com/

webapps/mpp/law-enforcement

- Trademark search 
https://euipo.europa.eu/eSearch

Anonymous vendors

Address in MS

https://euipo.europa.eu/eSearch


Cooperation with PSPs

• Establishing contact to PSPs

• Legal basis for information 
requests

• Probably cooperation 
between authorities needed

• Obtaining anonymous 
payment options for test 
purchases

Challenges



Cooperation with PSPs - Advantages

• Useful tool for internet investigation

• If other options fail (imprint, whois
etc.)

• “follow the money”

• Cooperation with tax authorities 
and/or police

• Higher likelihood for correct 
information

• For vendors: harder to provide wrong 
contact info to a bank



Cooperation with selling platforms
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Market 
places

Social
media

Fulfillment 
centres

Apps



Cooperation with selling platforms

Market 
places

ebay
classified

ads



Product search

Example: Health hazard caused by children's toys

Forwarded to G@ZIELT by German 

federal state authority

• Consumer purchased the helmet on 

Amazon; competent authority was 

notified due to strange smell

• Laboratory analysis: Extremely high 

content of polycyclic aromatic amines

Online offer (Screenshot)



Product search

• Measures

− Notification of Amazon

→ Offer was removed the same day

− Product search and notification of competent authorities 

(national, international) about online offers (within 1 week)

• Success

− All online offers offline (after 2 weeks)

Example: Health hazard caused by children's toys



Contact to market places

Authorities can apply for a LE account:

https://le.corp.ebay.com



Contact to market places - example

private seller



Contact to market places - example

private seller



Search on marketplaces

Search engine challenges – GTIN/ASIN

- Product may lack brand names or other characteristics for search 

queries

→ Search by GTIN (Global Trade Item Number)/EAN (European   Article 

Number)

GTIN 13: Country Code Company Code Article Number

Check digit



Search methods

Search engine challenges

Example: RAPEX A12/0239/14 – “children’s working gloves”

- No product name or brand name that can be searched for

- Google search for GTIN 4001273012352 reveals relevant offers on the 

internet

Hint: Tool for conversion of GTINs/EANs into

Amazon product numbers (ASINs):

http://www.marktplatz-

tools.de/asin_ean_convert.php



Search methods
Tool for conversion of GTIN/EAN in Amazon product numbers (ASIN): http://www.marktplatz-

tools.de/asin_ean_convert.php



- Non-compliant offer on Amazon

- Challenge: Identify offers for DE consumers

- No clear product name

- No GTIN available

- Amazon offer already offline (not directly accessible)

Complex search technique involving market 
places



Complex search technique involving 
market places

Amazon Link 
[offline]

ASIN → google
Google cache →
product picture

Reverse image
search → eBay 

offer

eBay → GTIN
No offer on ebay 

for DE
google: GTIN

Offer for DE 
consumer



Cooperation with selling platforms

• Online sales from TC are often managed via Fulfillment Centres

• Sometimes market places act as Fulfilment Centres

• Challenge: Legal Status 

• FBO?

• ISSP?

© Anna Frajtova/ fotolia.com

https://eur-lex.europa.eu/legal-

content/DE/TXT/HTML/?uri=CELEX:52017XC0801(01)&

from=DE

https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:52017XC0801(01)&from=DE


Cooperation with Market Places –
Danish example dba.dk (a part of eBay)



Cooperation with Market Places –
Danish example dba.dk (a part of eBay)

Reduces your risk of 

cancer…

The add was

removed by the 

platform



Cooperation with Market Places –
Danish example dba.dk (a part of eBay)

influence, among other 

things, brain, heart and 

joints, as well as anxiety 

and sleep.

Address: belongs to the 

Danish Medicines

Council -> fake company

address

The Food Supplement 

Group (part of The 

Flying Squad) handled 

the case



Cooperation with selling platforms

Social 
media

- Food and food supplements are sold 

on social networks

- The Flying Squad react on 

consumer complaints and make pro 

active searches for stolen food 

(coffee and chocolate) 

→ Identification of eFBOs

→ Information project: E-commerce

- Legal challenges (closed groups, 

anonymity)

Sports products offered on Facebook



Danish information to online sellers

Dark Post to FB 

users who are 

marketing food 

supplements or 

interested in fitness 

and health



Cooperation with selling platforms

Apps

• Food is also sold via Apps

• Smartphone, Tablet (e.g. Android Account needed)

© Stanisic Vladimir/ Adobe Stock



Cooperation with selling platforms

© Stanisic Vladimir/ Adobe Stock

• Instead of mobile devices

• Emulators can be used (e.g. Android Account needed) Apps



Selling platforms

Darknet

• Online sales in the darknet

• Task for criminal 
investigators!?

• Empowerment?

• Big challenge to control the
darknet

• Anonymity

• Crypto currency

• Investigators need to be
cautious



Thank you
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