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BTSF The Flying Squad

E-commerce and OSINT:
Focus

+ lllegal marketing of food supplements

* Pro-active searches for illegal marketing of
food and/or non-registered FBOs

« |dentification of persons and companies
involved in food fraud

« Online tools used to map fraudulent networks
of persons and companies
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The Flying Squad:
BTSF Cooperation on E-commerce
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Cooperation with authorities /
BTSF organizations

Danish National Police — LCIK (New National Center for Internet Related Economic Crime)
— Information exchange on internet investigations and OSINT

Tax Authority — Anti Fraud Unit
— Webcrawling on specific search terms — Mainly data on new relevant websites and B2C-marketplaces

Customs
— Border control and inspection of transporters of e-traded products

Danish Safety Technology Authority

— Exchange of information and cooperation regarding test of a new Al-based software tool (image
searches)

Danish Competition and Consumer Authority
— Elaboration of consumer information (awareness website) on safe e-commerce shopping.
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Cooperation with authorities /
BTSF organizations

In Denmark (examples):

« Anti Doping Denmark: Food Supplement project in cooperation with the
Danish Medicine Agency — incl. online sampling

« Consumer Associations
« Awareness campaign about safe online shopping

« DBA.dk (E-bay) Online marketplace
« Information to consumers about illegal health claims



BTSF Case: Cross border cooperation




BTSF Case: Cross border cooperation
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BTSF Case: Cross border cooperation

Notification from Customs (border control Germany-Denmark) Sunday March
11th

No traceability
documents!

Label on
the boxes

2 vehicles

7 pallets with boxes of
ready meals
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BTSF Case: Cross border cooperation

Contact to the German Authorities — April 4th 2019 — AAC Reply on April 5th
2019

, Administrative Assistance and
E GASTRO NORD UNION UG, EGGEBEK Cooperation

=

MEASURES TAKEN IN COUNTRY RESPONDING TO INFORMATION OR
REQUEST

Outcome of investigation The company is registered as a
food company in the district of

Schleswig-Flensburg (Schleswig-
Holstein).

Enforcement measures

(other/details)

Penalties (if any)
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BTSF Case: Cross border cooperation
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BTSF Cooperation with international authorities -
Meetings with international authorities

ONLINE
SAMPLES

* HoA E-commerce Working
Group (former FLEP)

« Commission E-commerce
WG

* |International conferences

* BTSF-trainings and
workshops

* OLAF Training course




BTS F HOA eCommerce

e Co-chair: o o
—~ NL
= 1
» 1st meeting: 8 MS

« 9th meeting: 20 MS L.l.“.l
+ COM, NO and CH

« 25 Working Group members 'i.'““

© CCO Public Domain/ pixabay.com

« Exchange of information, besli practise, cooperation, mutual

assistance "

F 4

- European
Commission




BTSF Scope and achievements

One-day training course on on-line investigations (financed by TSI)

Proposal and input for ,Better Training for Safer Food* course “New investigations
techniques in food control”

« eCommerce training course (2014-15) L]
« Basic and advanced course ,eCommerce” (2016-17) (2018-19) (2020-21)

Advice to COM and drafting of legislative proposals
- Official sampling (Article 36 of 2017/625)
- Closing of websites (Article 138 of 2017/625)

Input from experienced FLEP e-commerce members
to COM WG

— CCP e-food
— Guidelines
— IRASFF/AAC adaptions
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BTSF COM Working Group eCommerce

“Working Group on the Strengthening of the Enforcement of EU Agri-Food
Legislation on Internet Sales of Food”

First meeting in May 2016

2 subsequent meetings of electronic sub-wg
« Draft guidelines for best practice in online control
« Contact to market places and other service providers
« Cross border cooperation
« Integration of ecommerce cases into RASFF, AAC

Since 2019 replaced with a new COM E-com Working Group
B o



BTSF gglgoordinated Control Plan (CCP 1)

@ 1077 web sites checked &yl

websites and non-
compliances
(Novel Food and
Food supplements

with medicinal
claims on bone
428 non-compliant novel foods and joint

diseases)

779 offers of non-compliant products

European
https://lec.europa.eu/food/safety/official controls/food fraud/online-offered-food-2017 en “ Commission



https://ec.europa.eu/food/safety/official_controls/food_fraud/online-offered-food-2017_en

BTSF Meetings with international authorities

* Inspiration

« Sharing best
practices

* New knowledge
* International

Network of E-
commerce nerds

ommission



BTSF Cooperation with international
authorities

~ 4:¢ 1. Cooperation within the EU:
541 SRASEF

- AAC: Administrative Assistance and Cooperation Cooperatlon on

eCommerce related
cases

Cooperation with third countries:
- RASFF (need to react)

- Agreements for mutual cooperation and support on
international level

“ European
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BTS F Cooperation with international authorities

e-Commerce coordinated action plan on offers and
advertising of foods related to Covid-19

Background

* Ongoing lockdowns in many Member States
leave open and even stimulate possibilities to
purchase products on line.

« Coronavirus fears have spurred anxiety.
Consumers’ concerns are growing for
medicines and any other aids such as food
including food supplements for preventing or
curing this infection.

 The COVID-19 pandemic has open a
business opportunity for criminals and
fraudsters to sell products online.
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BTSF Examples

Doctor's Best D3 5000IU Vitamin PROTECT YOUR SEFL FROM CORONA

Condition: New B B 2 @ | Watch this iter
Seller information
US $19.99 bestprice-01 (0)
Approximately EUR 18.40

Q save this seller
See other items

© Watch this item

60-day returns

We've lowered energy prices
for 1.2 million homes.

Postage: US $5.99 (approx. EUR5.51) Standard International Shipping | See details
International postage of items may be subject to customs processing and additional charges.

Item location: washington, United States
Posts to: Worldwide See exclusions

Delivery: Estimated delivery within 5-18 working days

Seller sends within 1 day after receiving_cleared payment. @

Please allow additional time if international delivery is subject to customs
processing.

Payments: PayPal| See payment information

Returns: 60 days returns, buyer pays return postage | See details

h DaubDal and viaiilva il mratantad | amee aeaen

Pavarama:  Da
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G) B Corona-NEM.pdf

= (D) 0w @ | file:///C:/Users/Kanyiwa/AppData/Local/Microsoft/Windows/INetCache/Co

Kaufer haben sich auch folgende Artikel angesehen

ANZEIGE 50 g Bio Pfeffer Pulver na-
BIO Hagebuttenpulver - i turliches Bio Piperin Roh-..
EUR 18,90 ] EUR 6,95

(EUR 18,90/kg) % +EUR 3,90 Versand
Kostenloser Versand [ ~N-

Notnahrung Kriesennahrung Grif

Artikelzustand: Neu

Anzahl 1171 3 verfi

EUR 99,00

Q Auf die Beol

Zum Heranzoomen mit der Maus Gber das Bild fahren Lieferung in ca. 2

Werktagen Versand aus

e-Commerce
coordinated action
plan on offers and
advertising of foods
related to Covid-19
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BTSF Product search

e-Commerce coordinated action plan on offers and advertising
of foods related to Covid-19

Background

Health claims made on foods are authorised by
the Commission, following a scientific assessment
of the European Food Safety Authority (EFSA)

In the EU, it is prohibited to attribute medicinal
properties to food. In particular, Article 7(3) of
Regulation (EU) No 1169/2011 stipulates that food
information shall not attribute to any food the
property of preventing, treating or curing a human
disease, nor refer to such properties. This applies
also to any reference made to CoVid-19.

- European
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BTSF Objectives

Tracing and Identifying websites, sellers and
operators with illegal practices linked with the Covid-
19.

Informing European consumers about the illegality of
all foods including food supplements claiming that
they prevent or cure the Covid-19 infection are illegal
and cannot be offered.

Communicating about non-compliances and/or
suspected fraudulent practices to the appropriate EU
networks (RASFF, AAC FF). Strengthening the
cooperation and administrative assistance at national
and EU level.

Building expertise on enforcement in internet.
Building collaboration with marketplaces and payment

service providers.
- European
Commission



BTSF What is expected from Market Places?

» Support the authorities’ efforts in informing consumers on
illegal claims about infection preventing or curing effects of
foods in relation to the COVID-19 outbreak.

« Take rapid actions, in line with the Commission’s
Recommendation to enable effective notice-and action
procedures for users to flag illicit offers and to withdraw
expeditiously content concerning sale and advertisement of
illegal food linked with CoVid19,

« Take proportionate and specific proactive measures to
remove illicit offers linked with CoVid19, where explicit
information about such illegal offers is made available to the
platforms.

» Be transparent towards users and authorities with regards to
measures taken and their effectiveness.

» Cooperate smoothly with authorities, provide for a point of
contact and ensure that fast-track procedures are available to
process notices from competent authorities.

European
Commission



Search strategy recommendations

use the combination of terms and keywords described in the table below
COVID-19

Coronavirus

cure, treat or prevent disease ( COVID-19)
Food boost immune system against illness (COVID-19)
respiratory illness (Covid)

or

antiviral activity against coronavirus
(Food/Dietary) Supplement antiviral properties against COVID 19/coronavirus

(0] p . . .
respiratory infection

reduce inflammation in the lungs

pandemic
reduce the risk of contracting the new coronavirus

defense against infection and disease
Covid 19 mortality

NOTIFICATIONS options via IRASFF, AAC AA or AAC FF

- European
Commission



BTSF Danish examples — C-vitamin

Hjeel
Administrative fine ° °
~7.500 DKR 1Itamin m

Corona-vir?s?

!
Y

No studies show an
effect — no evidence

Does Vitamin C help
against corona virus?

Link to vitamin tablets
and how to buy them on
the same webpage

Iper C-vitamin mod Corona-virus?

| forbindelse fed Coronavirus er der flere steder blevet navnt, at hgje doser C-vitamin skulle have en
forebyggende, maske endda behandlende, effekt pa virussen. Vi vil lige sl fast: Vi ved ganske enkelt ikke om C-
vitamin hjelper ift. til Coronavirus. Pt. findes der ingen videnskabelig dokumentation for, at C-vitamin skulle have
en eller isk effekt pa C

Vi ved dog, at C-vitamin er et af de mest veldokumenterede vitaminer. Flere studier viser, at C-vitamin bidrager til

immunsystemets normale funktion, beskytter cellerne mod oxidativt stress, bidrager til at mindske trathed of

However — no studies G i S o A S e
. / optagelsen af jern. Det er jo derfor vi har sat d ST Derfor mener vi, at du bar vaere ekstra
show the opposite opmarksaii ph it 8 ok C-iil o 1

e I t h e r I t m I g ht be a C-vitamin er et vandopleseligt vitamin og skal derfor tilfores regelmassigt via kosten. Sa udover at du finder 100%

naturlig C-vitamin i din FertilityCare, s& findes det ogsa naturligt i frugt og grent - sarligt citrusfrugter, kiwier, bar,

tomater, blomkal, nye kartofler og grenne bladgrentsager.

- European
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BTSF Danish examples — Good advices

| recommend these
food supplements to
boost the immune
system...

Administrative fine
— 7.500 DKR

Food Supplements in
the fight against corona

KOSTTILSKUD MOD CORONA - COVID19

Disse kosttilskud anbefaler jeg dig at tage - for at booste dit immunsystem og bekeempe Corona / Covid19.

Lad mig starte med at klargere fuldsteendigt, at denne rédgivning IKKE kan erstatte r&dgivning fra uddannet

No direct sale from the sundhedspersonale. Jeg opfordrer sdledes ogsé alle til, at lytte og folge sundhedsmyndighedernes
website/blog — but

afflllate IInkS and 25. MARTS 2020 ZOEY NOEMIE o SUNDHED
payment for directing
users to webshops

guidelines og radgivning - og er du i tvivl om ...

- European
Commission



BTSF Information to consumers

e
e
\
T—
Hj=elp med at stoppe ulovligt salg
af fedevarer mod coronavirus

Help us stop illegal
marketing of food against
corona virus!

!l TELMORE =

Q  Fedevarestyrelsen

Startside Om  Job  Personer Videoer

Fedevarestyrelsen
15.776 folgere

FODEVARESTYRELSEN SATTER SPOT PA ULOVLIGT
SALG AF KOSTTILSKUD MOD CORONAVIRUS
... Se mere

Hj=elp med at stoppe ulovligt salg
af foedevarer mod coronavirus

“ European
Commission




BTS F (Preliminary) Results

Results

*Must be updated when the
Member States competant authorities shall report the Commission the results of their official . .
controls. Final Report is ready

These figures will be regularly published here

https://ec.europa.eu/food/saf
ety/official controls/eu-co-
ordinated-control-
plans/covid-19 en

Notified cases of online offers and advertising of
food claiming to prevent and/or cure Covid-19*

400

350

300

250

200

150

100

50

L1}
MNational cases Cross-border cases

*including food supplements.

**RASFF notifications (presenting a health risk}.

- European
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BTSF Establish cooperation agreements with
third countries

Trilaterals talks between US-FDA, CN-AQSIQ and SANTE on 11 to 13 April 2018:

 SANTE proposed a project of mutual administrative assistance and cooperation between the three
institutions for cross-border non-compliance cases

« Three institutions act as single contact points

» Single contact points get in contact with the respective
competent authorities and request inquiry on the specific case

 Deadlines for feedback

 Criteria for closing a case:
— Case solved
— Trader not reachable
— Competent authority refuses to take measures

European
Commission




BTS F Cooperation with market places
established by SANTE

Cooperation with Market Places?

Dedicated e-mail adresses
regarding non-compliant
offers

amazon

(How ever not allways
responding...




BTS F Contact points of credit card brands and

payment service providers

« PayPal
' PayPal « for general inquiries or urgent investigations:
dedicated email addresses and phone numbers
 for customer sensitive information:
Safety Hub — PayPal Law Enforcement Tool contact

« Mastercard
@Eiﬂ o for data of sellers:

Law Enforcement Referral Form (a. print and sign, b.

electronic signature)

* VISA

VISA

European
Commission



BTSF Cooperation domain services & providers

Contacting hosting companies

* In cases where affiliate marketing link to dangerous products, the hosting company has
removed the content from websites (our requests are based on the rules in the E-
commerce directive)

Provider

* In a resent case dk.hostmaster (administrator of all .dk domains) would not provide us
with information about the registrant because of the GDPR-regulation.

« However they ended up giving us the information, when we required it based on a rule
In our national food law.

- Best practices that can be used as inspiration?

“ European
Commission



BTSF

European Commission AENOR INTERNACIONAL

Consumers, Health and Food Executive Agency 6, Genova street. 28004. Madrid, SPAIN
DRB A3/042 Tel: +34 91 432 61 25

L-2920 Luxembourg Mail: 20179605NFIT@aenor.com

www.btsf-aenor.com
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